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Introduction to the AAF report

AAF 01/06 reporting

Barnett Waddingham is pleased to present this assurance 

report which describes the control environment within our 

pension administration business area. The report is based upon 

the framework for pension administration as set out in the 

guidance originally issued by the Audit and Assurance Faculty 

of the Institute of Chartered Accountants in England and Wales 

in June 2006, and later revised in July 2016. This is consistent 

with ISAE 3402 and we have therefore adopted a dual reporting 

approach under both AAF 01/06 and ISAE 3402. However, the 

report will be referred to as an AAF 01/06 report. There have 

been no other changes to the regulatory environment.

“With many tabloid headlines focussed on computer 

hacking and data losses, we take our role in managing 

and holding client information very seriously. This report, 

along with our Pensions Administration Standards 

Association (PASA) accreditation, our Gold Standard 

award for Investors in Customers and our ISO27001 

and ISO9001 certifications, helps to ensure that we can 

demonstrate we are a trusted partner for our clients.”

PAUL LATIMER
Head of Pensions Administration – Barnett Waddingham

We believe this report demonstrates the very highest 

standards of reporting across the industry covering 

each of our eight offices and all aspects of our pension 

administration service. This report covers the period from 

1 April 2018 to 31 March 2019 and contains an independent 

opinion on the operating effectiveness, as well as the 

existence and effectiveness of design, of those controls.

Our team

Head of Pension Administration, Paul Latimer, 

has overall responsibility for procedures and 

internal controls.

Local support is provided by a team of 

representatives from our offices:

Amersham

Deborah Davis and Philippa Wardmann

Bristol

Jon Bowden

Bromsgrove 

Sara Bird

Cheltenham 

Jo Wright

Glasgow 

Julie Walker

Leeds 

Bhavna Baines

Liverpool 

Paula Hendry and Catherine Hilditch

London 

Melissa McCarthy

If you have any questions, or wish to discuss 

the content of the report, please contact 

Paul Latimer or Jo Wright on 0333 11 11 222. 
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Report statistics
The AAF 01/06 framework is flexible and subject to significant differences of interpretation. A firm’s business 

objectives and its risk appetite will drive the nature, extent and depth of the internal control environment. The 

statistics here may assist in the understanding of the nature and extent of Barnett Waddingham’s pension 

administration services internal controls but are not a reliable measure for comparison.

Exceptions

During the audit, the Reporting Accountants noted three exceptions in testing in the following areas:

2.01.1 –Late contributions were identified and reported but this was not done in a timely manner.

4.08 – Identification was not returned within the expected timescales which requires an entry into the feedback 

database. An entry for this item was not recorded.

4.12 – Safe codes were not amended within six months of the previous change on three sites.

The Reporting Accountants’ observations, together with Barnett Waddingham’s responses, can be found in the 

relevant section of the report.

Risk area Control objectives Control count Exception count

Accepting clients 3 11 0

Authorising and processing transactions 2 26 1

Maintaining financial and other records 3 26 0

Safeguarding assets 2 31 2

Monitoring compliance 3 11 0

Reporting to clients 3 13 0

Information technology 13 65 0

TOTAL 29 183 3

Control changes from period to 31 March 2019
Please refer to the ‘Control changes’ section for details

– – –
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About us
Barnett Waddingham is the UK’s largest independent 

provider of actuarial, administration and consultancy 

services. We were founded in 1989 and our business has 

grown predominantly through referrals from our clients and 

professional contacts.

The following diagram shows the operational structure of 

Barnett Waddingham:

MANAGEMENT BOARD

Actuarial Consulting

Pension Administration

Investment Consulting

Public Sector

Longevity Consulting

SIPP

SSAS

Insurance 
Consulting

Finance

Marketing

Investment Consulting

HR

IT

Compliance

PROFESSIONAL, RISK AND COMPLIANCE

COO

SELF INVESTED 
PENSIONS

INSURANCE  
SECTOR

OPERATIONS
SERVICES FOR 

TRUSTEES

Corporate Consulting

Workplace Health 
and Wealth

SERVICES FOR 
EMPLOYERS
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Our values 
Our values are critical to the functioning of the firm and it is important that our employees and Partners act within 

these values on a day to day basis. We believe that we will be more successful if we work together to achieve our 

common objectives, rather than working alone. If there is success, we all share in it, and if there is a problem, we 

are all responsible for putting it right.

Principled

We are committed to maintaining our high ethical standards 

whilst considering the impacts on all our stakeholders. 

We behave in a manner that demonstrates our honesty, 

conviction, pride and responsibility to keep our promises. 

We continue to uphold our reputation as an independent 

partnership that has integrity at its core.

Quality

We don’t compromise on quality; excellence is the norm 

across our whole business and we consciously look to 

provide innovative solutions that deliver ongoing value to 

every client.

Partnership

By working collaboratively within the firm and with our 

clients, we are able to deliver a seamless service by 

encouraging both individual excellence and teamwork within 

our business. Our unified approach ensures we are working 

together towards the same goals and desired outcomes.

Respect

We recognise and respect the value of everyone’s 

contribution to our success, honouring our diversity and 

the positive effect we have on our communities and the 

environment.
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Business Management System Policy

Barnett Waddingham demonstrates commitment to quality, 

compliance and information security by defining, promoting 

and supporting processes and objectives designed to provide 

a high quality, personal and profitable service.

Client satisfaction is in the mind of everybody, ensuring our 

deliverables meet agreed specifications and schedules.

We hereby make the following commitments:

• To review processes to ensure that they are appropriately 

efficient and effective, improving revenues and 

profitability while enhancing client satisfaction.

• To provide appropriate training and resources to all staff 

to enable them to meet this policy.

• To select, brief and appraise all new external suppliers to 

ensure compliance to this policy, and work with existing 

suppliers to help them understand, and move towards 

the requirements.

• To set clear objectives and ensure a process is in place 

to review our performance regularly, in order to help 

achieve continual improvement in quality, compliance 

and information security.

• To ensure all applicable legal, regulatory and business 

requirements from all interested parties are taken into 

account in all business processes.

• To establish and maintain a management framework for 

identifying and managing risk, including relevant criteria 

for evaluating such risk.

While adhering to the following standards and industry 

requirements:

• ISO 9001:2015 international standard for quality 

management systems.

• ISO 27001:2013 international standard 

for information security management 

systems.

• The General Data Protection Regulation 

(GDPR).

• The Data Protection Act 2018.

• FSMA 2000 – Financial Services and 

Markets Act.

• AAF 01/06.

This policy is contained in the Business 

Management System Manual. It is available 

on the intranet for public distribution and is 

reviewed at least annually.

Business Management 
System (ISO 9001 and  
ISO 27001)

We operate a Business Management System 

certified by BSI, the UK National Standards 

Body, under ISO 9001 (Quality Management) 

and ISO 27001 (Information Security 

Management). Certification was first achieved 

in July 2013, only a year after our decision 

to embark upon this ambitious project. 

We consider this to be a testament to the 

strength and integrity of our existing quality 

management and security framework.

Our ISO certificates are shown in Appendix D 

and Appendix E.
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Pension Administration

Business Area

The following diagram shows the operational structure of the business area:

PENSION ADMINISTRATION BOARD (PAB)

Pension Administration Planning Group 
(PAPG)

SPECIALIST SERVICES

Pension administration technical team

AAF 01/06 Internal Controls

Ideas group

Administration training group

SPECIALIST SERVICES

Pension Accounts Group (PAG)

Bacs, pooled account and 
payroll team

Implementation specialists

Project management

PENSION MANAGEMENT SERVICES

PPF AND ONGOING 
ADMINISTRATION TEAMS

Amersham

Cheltenham

Leeds

Bromsgrove

Glasgow

Liverpool

London

Pooled account governance 
committee

Marketing – administration

Bristol

Project governance

System developers Projects and analysis 
specialist team
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Pension Administration Board

There are currently seven pension administration Partners; Paul Latimer (Head of Pension Administration), Sue 

Foley, Andy Greig, Nuala Hedges, Shirley Jackson, Julian Mainwood and Chris Tagg. These Partners report to the 

Management Board through the Pension Administration Board (PAB). The PAB meets at monthly intervals to decide 

high level priorities, targets and goals for the pension administration business area.

Teams

We employ over 490 pension administration specialists. 

New business take on has warranted an increase in our head 

count of 100 people in the last year. Each team is made up 

of pension administrators with a full range of experience 

and skills in order to provide an efficient and cost-effective 

service to our clients. Each Team Leader manages their 

team’s workload to ensure that all work is completed within 

the required timescales and that administrators with the 

appropriate expertise are available to check the work of less 

experienced administrators. Regular meetings are held with a 

Partner or Associate to discuss workloads, priorities and any 

increases in work for each client. The Partner or Associate 

can evaluate priorities across the administration teams and 

resource appropriately.

SUE  
FOLEY

Pension Administration 
Planning Group

The Pension Administration Planning Group 

(PAPG) includes all pension administration 

Partners and Associates. The group meets 

every four months to discuss proposed 

operational or business changes as directed 

by the PAB.

ANDY  
GREIG

NUALA 
HEDGES

SHIRLEY 
JACKSON

PAUL  
LATIMER

JULIAN 
MAINWOOD

CHRIS  
TAGG
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Technical support

Alongside the pension administration teams there are a number of specialist staff who provide either local support 

or centralised, firm-wide support. By concentrating support resources in these specialist fields, we can focus our 

expertise where needed, enabling our pension administration teams to concentrate on the business of delivering 

quality administration to our clients.

Software

Technology has an important role to play in providing an accurate, efficient and secure service which is risk 

managed and cost effective. Our pension administration software suite, Penstream, has been developed by IT 

experts with a background in pensions and is driven by experienced administrators in order to meet these goals.

The diagram below demonstrates the functionality and integration of our administration system.

Workflow management system

Project management

Task management

Time recording

Link tasks to member records

Service level agreements

eChecklists

Secure on-line facility for client access

2-factor authentication   |   Real-time access to data   |   Scheme documents and governance   |   Penstream records

Secure file exchange   |   Auditor document access   |   Member self-service   |    Integration with actuarial tools

Main administration platform

Day to day administration

Record keeping

Benefit calculations

Straight-through processing (STP)

Pensioner payroll

Processing of contributions

Accounting package

Automatically records payments

Cash handling

Cash flow reporting

Automatically enforced 

transaction limits

Pooled account

Report & Accounts

bweb tream®

cash tream ®®

Fully integrated with each other and eFiling
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Investor in Customers

We have received a ‘gold award’ from the independent 

Investor in Customers (IIC) for our pension administration 

service. High scores were achieved across all four of the IIC 

client experience themes – understanding needs, meeting 

needs, engendering loyalty and delighting clients.

“This is a fantastic result, especially for a first assessment, 

clearly demonstrating that the customer experience is at 

the core of their business. The feedback that they received 

from clients was particularly high, and shows a proven 

commitment to putting the customer at the heart of their 

business. The actionable insights that they received from 

going through the IIC process will improve their client 

experience still further.”

SANDY BRYSON
Director, IIC

“The firm is outstanding in 

every way. It is an example 

of how a professional 

services firm should be run. 

From top to bottom my 

interactions with the firm’s 

staff are entirely consistent.”

“The take on and administration 

team are responsive, professional 

and inspire confidence that they 

know what they’re doing. Pensions 

accounting is good, governance 

and internal controls are well 

documented. A comprehensively 

all round good service.”

“Excellent 

service, efficient 

and overall good 

value for money.”
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PASA reaccreditation for high quality 
pension administration

Following a rigorous process our Pension Administration 

team have been reaccredited for their continued high 

standards - effective for the next two years.

The Pensions Administration Standards Association (PASA) 

was established to promote and improve the quality of 

pension administration services for UK pension schemes. 

Both The Pensions Regulator (TPR) and the Department for 

Work and Pensions (DWP) identify that good administration 

can be demonstrated by autonomous accreditation. 

As an independent body aiming to drive up standards in 

pension administration, PASA has reaccredited Barnett 

Waddingham for our commitment to best practice. This is a 

positive reinforcement of the high quality services we deliver 

and acts as a true seal of approval for our clients. We are 

one of just four companies to have achieved this prestigious 

reaccreditation. 

For more information about PASA visit the PASA website.

Awards 

Barnett Waddingham is delighted to have been:

• named Pension and Investment Provider Third Party 

Administrator of the Year in both 2018 and 2017 at the 

Pension and Investment Provider Awards.

• named Administration Provider of the Year 2017 at the 

Pensions Age Awards.

PMI Expert Partner

Barnett Waddingham continues to support 

the PMI as Administration Expert Partner, 

working with the PMI to provide the industry 

with a platform to access the most up to 

date, specialist information on pension 

administration. In addition to technical 

and administration focussed articles there 

are direct links to Barnett Waddingham’s 

PATHways bulletins. These are produced by 

our Pension Administration Technical Help 

(PATH) team to keep administrators abreast 

of the latest hot topics impacting pension 

administration.

Please visit the PMI website to see our 

support in action.

http://www.pasa-uk.com/
http://www.pasa-uk.com/pasa-accreditation
http://www.pensions-pmi.org.uk/
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Control environment
Barnett Waddingham’s aim is to maintain a control 

environment which ensures accuracy and timeliness of 

work and the protection of clients’ assets, whilst providing 

sufficient flexibility at the appropriate level of seniority 

to meet any specific client needs. This strong control 

environment is achieved in many different ways.

Procedural guidance 

Procedural guidance is an intranet-based information 

database which sets out the procedures for all controlled 

tasks and also holds technical information for pension 

administrators. It is maintained by the technical team who 

consider all suggestions and implement any appropriate 

changes referring to the PAPG or PAB where necessary.

Communications

The technical team is responsible for establishing and 

maintaining standard document templates for use by 

administrators. They ensure document templates comply 

with regulatory requirements and liaise with other specialist 

groups within the firm where appropriate.

Standard member correspondence is generated for 

administrators by an automated process within Penstream 

which delivers member-specific data and the results of 

calculations directly to a document template.

Review

Quality of work is paramount and our aim 

is to get everything right first time. Work is 

checked for reasonableness and accuracy 

by administrators with the appropriate 

experience and expertise.

Internal audit

Periodic audits take place at each of the 

firm’s offices to review consistency of 

practice, standards and control application. 

The focus of audits is driven by the pension 

administration Partners in response to 

procedural developments, research or 

to assist in the management of specific 

incidents which may arise. As well as an 

annual review of the controls listed in this 

document, our Governance team carried out 

an anti-money laundering audit in Autumn 

2018. Regular audits are also carried out on 

our work managements system to ensure 

tasks are being logged correctly.

The findings of pension administration 

internal audit reports are fed into the wider 

Business Management System (BMS) for the 

firm as a whole.
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Incident management

Barnett Waddingham’s continuous improvement approach 

for pension administration includes a full root cause analysis 

of complaints and mistakes. The analysis is carried out by 

experienced senior staff and focusses primarily on causal links 

with procedures, but also potential staff and training issues.

Incident monitoring may be used by the Partners to target 

internal audit activity in areas perceived to represent higher 

risk.

Business continuity

Barnett Waddingham has a business continuity plan in place 

for the firm and copies of the plan are held both on and off 

site. The plan aims to ensure that a pension administration 

service can be maintained at the required level in the event of 

an interruption of any kind at one of Barnett Waddingham’s 

offices. All pension administration staff can access the 

network from any of our offices in the event of one office 

being unavailable.

Current and future developments

Key to Barnett Waddingham’s continuing success is our drive 

for continuous improvement in the quality and efficiency of 

our work. We use in-house software developed specifically 

for our requirements to ensure clients’ needs are met in 

the most efficient way. Our future business strategy for 

pension administration in the UK continues to be focused on 

increasing efficiencies in processing. This will enable us to 

look after a greater number of clients without compromising 

the current quality level of our service. This will also allow 

our valuable staff to concentrate on the communication and 

consultancy aspects of their work.

Data Protection and GDPR

Barnett Waddingham takes data protection 

very seriously and we adhere to the GDPR 

and Data Protection Act 2018. All Partners 

and staff are required to follow the principles 

contained within the legislation.

To assist in maintaining compliance with data 

protection principles, the Partners of Barnett 

Waddingham LLP have:

• appointed a Data Protection Officer 

(DPO), whose contact details can be 

provided on request.

• approved a comprehensive ISMS which 

is applicable to all Partners, consultants 

and staff.

• delegated day to day oversight of 

our adherence to this policy to 

Barnett Waddingham’s Information 

Security Manager.

Data Controller and Data Processor

The Terms of Business appended to Barnett 

Waddingham Engagement Letters set out 

the responsibilities of the client and Barnett 

Waddingham depending on which party is 

acting as the data controller, data processor 

or both.



Page 15 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES

CONTROL  
ENVIRONMENT

Data Access and Segregation

Where practical, a separate database can be set up for 

each client. Access to confidential information is limited 

to authorised individuals based upon the principle of least 

privilege which limits all users to the lowest permission 

levels that they can be assigned to that do not prevent 

the individual from completing their necessary tasks. We 

periodically review all account access and change access 

rights as necessary when an individual changes role.

Data Anonymization and Pseudonymization

Depending on the services being provided, the principles 

of anonymization and/or pseudonymization of data will be 

used. Wherever possible, data will be anonymized i.e. all 

data that can identify a data subject will be removed and 

aggregated data will be used to provide the contracted 

services e.g. actuarial projections.

Personal data can, in certain circumstances, be 

pseudonymized e.g. key-coded. This involves the use of 

a key or identifier in lieu of personal data e.g. a system 

generated member number.

Data Encryption

Each client database is encrypted using a 256-bit AES 

encryption algorithm, or such other encryption algorithm as 

may be agreed to ensure that the encryption used remains 

current and standard industry practice.

Retention Periods

Data retention policies have been updated to ensure that 

personal data is held for no longer than is necessary for the 

purposes for which the personal data are processed.

Destruction of Obsolete 

Documented Information and Data

All paper waste other than publicly available 

content such as periodicals is treated as 

confidential and is placed in appropriate 

recycling bins. The recycling bins are 

emptied regularly. A BS15713 certified secure 

shredding and recycling company is used for 

disposal and certificates of secure destruction 

are provided.

When no longer required, electronic data 

stored on server disk drives, CDs, removable 

storage drives and imaging equipment is 

destroyed. This is achieved by physically 

removing the storage media and having it 

destroyed by CESG approved third parties 

who provide certificates of destruction. 

In circumstances where disks cannot be 

removed all information is securely wiped.

Data Transfers

All confidential information when stored 

on portable devices and media and 

when transmitted over any non-secure 

communication channels (internet, email 

or wireless transmission) including remote 

connectivity is encrypted. Confidential 

information is encrypted when stored on 

network file servers at rest and in backups 

and archives. Passwords, encryption keys and 

any keying material are not to be stored with 

any associated data. Encryption algorithms 

are 256-bit AES or such other algorithms as 

may be agreed.
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When transferring confidential information, we recommend 

that clients use secure email, such as enforced Transport 

Layer Security (TLS) or other such secure channels. For 

transferring data files, Secure File Exchange (SFX) should 

be used.

All client data held will remain in the EEA. We only transfer 

data physically or allow remote access to the data on the 

written instructions of the trustees or client or the Data 

Controller. Any authorised transfer will require the data to be 

transferred via secure channels.

Security Incident Management

We have documented standard procedures for dealing with 

suspected and actual security events, incidents, breaches 

and cyber-attacks. All incidents are logged in a ticket 

management system and Governance Register.

Clients will be notified as soon as possible of any suspected 

or actual security event which may have compromised 

any of the client’s confidential information in relation to its 

Confidentiality, Availability or Integrity (as described in ISO 

27001), irrespective of whether the data is known to have 

been ex-filtrated.

In the event of confidential information being compromised 

we will co-operate fully with clients in relation to 

investigation and remedial actions as may be required.

Risk management

The Professional, Risk and Compliance Committee 

(PRCC) meets at least quarterly and reports directly to the 

Management Board and as necessary the Partnership as 

a whole. The Committee is chaired by the firm’s Chief 

Operating Officer Jane Galvin and includes five Partners, 

one of whom is the Compliance Officer and 

Governance Partner. The terms of reference 

for this Committee are:

• Review, define, implement and monitor a 

consistent peer review process across the 

firm. Ensure appropriate quality assurance 

methods and systems are in place and 

appropriate.

• Ensure ongoing compliance with the 

Financial Services and Markets Act, 

Financial Conduct Authority (FCA), Money 

Laundering, Data Protection and all other 

legislation including the Bribery Act. 

Accountability for assurance sits with the 

Compliance Officer who reports into the 

Committee having carried out appropriate 

internal audits.

• Ensure compliance with the Institute 

and Faculty of Actuaries’ (and any other 

professional bodies including PMI) 

professional and risk requirements.

• Review the Business Continuity Plan to 

ensure appropriate consideration has 

been given to risks and the need for 

testing of the plan. Ensure the appropriate 

testing is carried out and the plan is 

revised to reflect any findings.
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• Ensure appropriate appointment terms and conditions are 

being maintained and used across the business. Ensure 

that those issued to clients are reviewed at least every five 

years along with the liability cap. Review the Taskstream 

database to determine any Partners who are not actively 

engaged in this process and challenge as appropriate.

• Recommend and agree with the Management Board the 

firm’s appetite to risk and consider firm-wide risks and 

whether we are doing enough to mitigate or minimise 

(given the agreed level of risk the business feels is 

appropriate to take). Recommend actions where risks are 

above appetite and ensure due consideration. Provide 

appropriate support and challenge to Business Area 

Leaders regarding their management of risk.

• Review and approve changes to the Business 

Management System (BMS) and agree an appropriate 

internal audit schedule.

• Receive reports from the Data Security Manager and 

ensure ongoing compliance with ISO 27001 and 9001. 

Ensure that actions/recommendations picked up 

through the internal audits are responded to in a timely 

manner, providing challenge and support to Business 

Areas in relation to their actions as appropriate. Consider 

if ISO standards are relevant and whether other quality 

standards or accreditations may be appropriate or 

necessary to pursue.

• Monitor trends in complaints from clients/members and 

Information Security (and other) incidents across the 

business. Provide challenge back to the Business Areas 

where the information suggests that improvement is 

required.

• Report quarterly to the Management Board 

and Partners on progress, ensuring that 

the Partners are aware of any requirements 

that PRCC has regarding the need to take 

action. Where issues have been identified 

and PRCC has not been able to resolve 

directly, the reports (or more timely 

communication to the Management 

Board) are to include suggested next steps 

or requests to the Management Board 

for action (we would generally expect to 

have discussed any issue with the relevant 

Partner and/or PAL before taking this step 

to give them the chance to rectify).

• Receive reports and appropriate MI 

from the Self-Invested Pensions Board 

(and any other regulated area or activity 

as appropriate) regarding any issue(s) 

that might impact our adherence to 

regulatory requirements and/or client 

expectations. Require an action plan to 

be put into place to rectify any areas of 

concern in a timely manner.

• Consider and recommend to the 

Management Board the appropriate level 

of cover for Professional Indemnity (PI) 

insurance and negotiate terms. Ensure 

PI claim trends are reviewed to manage 

both costs and reputation. Consider any 

other insurance (e.g. Cyber insurance) 

that might be appropriate to minimise 

the impact of risks and determine the 

appropriate level.
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• Consider the overall Governance requirements of the 

firm (including MI) and make recommendations to the 

Management Board and Business Areas, ensuring that 

appropriate action is given due consideration.

• Ensure there is an appropriate system of professional 

training and development of staff. 
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Report of the members
As members, we are responsible for the identification of 

control objectives relating to clients’ assets and related 

transactions in the provision of pension administration 

services and associated Information Technology 

Services and the design, as well as the implementation 

and operation of the control procedures of Barnett 

Waddingham to provide reasonable assurance that the 

control objectives are achieved.

In carrying out these responsibilities, we have regard not 

only to the interests of clients, but also to those of Barnett 

Waddingham and the general effectiveness and efficiency of 

the relevant operations.

The control criteria, as relevant to pension administration and 

associated Information Technology Services, as set out in 

Appendix 1(c) and 1(g) of AAF 01/06 respectively, have been 

applied, with the exception of:

• scheme documents (e.g. deeds, policies, contracts, 

booklets) are complete, up to date, and are securely held 

– Barnett Waddingham’s pension administration business 

area does not hold original documents on behalf of 

clients other than in exceptional circumstances.

We have evaluated the effectiveness of Barnett 

Waddingham’s control procedures having regard to the 

Institute of Chartered Accountants in England and Wales 

Technical Release AAF 01/06, and the criteria for pension 

administration and associated information technology set 

out therein.

Report

We set out in this report a description of 

the relevant control procedures together 

with the related control objectives which 

operated during the period 1 April 2018 to 

31 March 2019 and confirm that:

(i) the report describes fairly the control 

procedures that relate to the control 

objectives referred to above which were 

in place;

(ii) the control procedures described are 

suitably designed such that there is 

reasonable assurance that the specified 

control objectives would be achieved if 

the described control procedures were 

complied with satisfactorily and;

(iii) the control procedures described were 

operating with sufficient effectiveness to 

provide reasonable assurance that the 

related control objectives were achieved 

during the specified period.

P LATIMER

Chairman, Pension Administration Board

Barnett Waddingham LLP

Date: 31 May 2019
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Controls

Control objectives

We regard all control objectives presented in the AAF 01/06 

Technical Release Appendix 1(c) as applicable to our pension 

administration operations, with only one exception:

• Scheme documents (deeds, policies, contracts, booklets 

etc.) are complete, up to date, and are securely held – 

Barnett Waddingham’s pension administration business 

area does not hold original documents on behalf of 

clients other than in exceptional circumstances.

We do not have any additional core functions for which we 

consider it necessary or appropriate to add further control 

objectives to those defined by the Audit and Assurance 

Faculty of the ICAEW.

The applicable defined control objectives are as follows:

Accepting clients

• Accounts are set up and administered in accordance with 

client agreements and applicable regulations.

• Complete and authorised client agreements are 

operative prior to initiating administration activity.

• Pension schemes taken on are properly established in 

the system in accordance with the scheme rules and 

individual elections.

Authorising and processing transactions

• Contributions to defined contribution (DC) plans, defined 

benefit (DB) schemes, or both, and transfers of members’ 

funds between investment options are processed 

accurately and in a timely manner.

• Benefits payable and transfer values are 

calculated in accordance with scheme 

rules and relevant legislation and are paid 

on a timely basis.

Maintaining financial and other 

records

• Member records consist of up to date and 

accurate information and are updated 

and reconciled regularly.

• Contributions and benefit payments are 

completely and accurately recorded in 

the proper period.

• Investment transactions, balances and 

related income are completely and 

accurately recorded in the proper period.

Safeguarding assets

• Member and scheme data is appropriately 

stored to ensure security and protection 

from unauthorised use.

• Cash is safeguarded and payments are 

suitably authorised and controlled.

Monitoring compliance

• Contributions are received in accordance 

with scheme rules and relevant legislation.

• Services provided to pension schemes 

are in line with service level agreements.

• Transaction errors are rectified promptly 

and clients treated fairly.
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Reporting to clients

• Periodic reports to participants and scheme sponsors 

are accurate and complete and provided within required 

timescales.

• Annual reports and accounts are prepared in accordance 

with applicable law and regulations.

• Regulatory reports are made if necessary.

Information Technology

Restricting access to systems and data 

• Physical access to computer networks, equipment, 

storage media and program documentation is restricted 

to authorised individuals.

• Logical access to computer systems, programs, master 

data, transaction data and parameters, including access 

by administrators to applications, databases, systems 

and networks, is restricted to authorised individuals via 

information security tools and techniques.

• Segregation of incompatible duties is defined, 

implemented and enforced by logical security controls in 

accordance with job roles.

Providing integrity and resilience to the information 

processing environment, commensurate with the value of 

the information held, information processing performed 

and external threats

• IT processing is authorised and scheduled appropriately 

and exceptions are identified and resolved in a timely 

manner.

• Data transmissions between the service organisation 

and its counterparties are complete, accurate, timely 

and secure.

• Appropriate measures are implemented 

to counter the threat from malicious 

electronic attack (e.g. firewalls, 

anti-virus etc.).

• The physical IT equipment is maintained 

in a controlled environment.

Maintaining and developing systems 

hardware and software

• Development and implementation of 

new systems, applications and software, 

and changes to existing systems, 

applications and software, are authorised, 

tested, approved and implemented.

• Data migration or modification is 

authorised, tested and, once performed, 

reconciled back to the source data.

Recovering from processing interruptions

• Data and systems are backed up regularly, 

retained offsite and regularly tested for 

recoverability.

• IT hardware and software issues are 

monitored and resolved in a timely 

manner.

• Business and information system 

recovery plans are documented, 

approved, tested and maintained.

Monitoring compliance

• Outsourced activities are properly 

managed and monitored. 
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Control changes

Our internal controls framework continues to evolve in order to deliver the needs of our expanding business and 

to reflect key developments in our IT and information security architecture. We introduce new controls, remove 

obsolete systems and optimise our risk management framework to help achieve this.

Some of the key changes in this year’s report are as follows:

2.10.1 and 2.10.2 – Our payment authorisation controls have been updated to reflect a change in our procedures 

where the checker is now permitted to be the first authoriser where they are an authorised signatory. Our control 

specific to pooled banking authorisations has been updated to reflect that there are no longer higher and lower tier 

authorisers.
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1. ACCEPTING CLIENTS

Accounts are set up and administered in accordance with client agreements and applicable regulations

Process

Control Auditor testing

1.01 – Through observation of the standard administration 

agreement template and through discussion with 

management, it was confirmed that during our period of 

review there had been no changes to the template that 

required Partner agreement. Testing of a sample of new 

schemes identified that in all instances evidence of Partner 

approval was obtained. No exceptions were noted.

1.01 – Any changes to the standard administration 

agreement template are agreed by the administration 

Partners after discussion with Barnett Waddingham’s 

legal advisers if appropriate. Firmwide changes to terms 

and conditions are controlled outside the pension 

administration business area. The Partner in charge of the 

client signs the agreement signifying their approval of the 

documentation including any client specific customisation.

Barnett Waddingham maintains an administration agreement template outlining the standard Barnett Waddingham 

pension administration services. New clients enter into a formal administration services agreement, drawn up and agreed 

between the client and Barnett Waddingham. Non-standard services are scoped out by the Project Manager with input 

from the client.
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1. ACCEPTING CLIENTS

Accounts are set up and administered in accordance with client agreements and applicable regulations

Process

Control Auditor testing

For non-PPF work, the identities of the client, trustees and sponsoring employer are checked for validity using a range of 

data sources appropriate to the nature of the client’s business.

Clients in a PPF assessment period will have been subject to an s120 notice from an insolvency practitioner or official 

receiver which triggers an information gathering process by the PPF including the requirement for a scheme’s trust deed 

and rules to be submitted for review. This is sufficient to satisfy money laundering identity checking requirements and no 

additional checks are carried out.

1.02.1 – For a sample of new clients, the money laundering 

checks and supporting documentation were obtained and 

the member of staff who had completed the checks was 

confirmed. No exceptions were noted.

1.02.2 – Evidence of spot checks conducted to confirm 

the existence and adequacy of verification documentation 

were reviewed. It was confirmed that the results of 

these spot checks were reported within audit reports 

and presented to the Professional, Risk and Compliance 

Committee, as verified through review of meeting minutes. 

It was confirmed that the reports and records are retained 

by the Compliance team. No exceptions were noted.

1.02.1 – A money laundering verification check is 

completed by a member of staff and retained in the client 

file together with supporting documentation.

1.02.2 – Spot checks for the existence and adequacy of 

verification documentation are carried out at least annually 

under the supervision of the Compliance Manager and 

the results are documented in the audit reports which 

are copied to the Professional, Risk and Compliance 

Committee (PRCC). Copies of reports and records of their 

issue are retained by the Compliance team.
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1. ACCEPTING CLIENTS

Accounts are set up and administered in accordance with client agreements and applicable regulations

Process

Control Auditor testing

Where requested, a service team is identified prior to the commencement of administration activity and details are 

provided to the client as part of the tender documentation. The service team includes a designated Project Manager 

who is responsible for overseeing the service team’s work in relation to the setup process. Schemes are administered in 

accordance with a service level schedule which details target delivery times for standard processes. Barnett Waddingham 

has a default schedule adopted by the majority of clients although this may be customised if a client so requests. 

Taskstream Administrators manage the service level schedule coding within Taskstream.

Work undertaken in relation to the PPF is carried out under separate project planning arrangements agreed with the 

trustees and the PPF.

1.03.1 – For a sample of new non-PPF schemes, the service 

level agreement was obtained, and it was confirmed 

that the service levels had been agreed by the Partner 

and the client. Through inspection it was confirmed that 

access permissions had been set to prevent unauthorised 

changes of non-standard service levels being processed 

within Taskstream. It was also noted that the Taskstream 

user groups continue to be maintained by the Taskstream 

SysAdmins user group. No exceptions were noted.

1.03.2 – For a sample of new PPF clients, the project plan, 

budgets and target completion dates were obtained, and 

confirmed as reviewed by the Project Manager (trustees). 

No deviations from the PPF plan template were identified. 

No exceptions were noted.

1.03.1 – Service levels for non-PPF work are agreed 

between the Partner and the client and non-standard 

service levels are coded into Taskstream worktypes  

by Taskstream Administrators. Access permissions for 

Taskstream user groups are granted and maintained by  

the Taskstream SysAdmins user group and enforced  

by the system.

1.03.2 – PPF project plans, budgets and target completion 

dates are agreed by the Barnett Waddingham PPF team 

with the Project Manager (trustees) and the PPF based on 

standard project planning templates and budget models 

set by the PPF. Any deviation from the standard project plan 

template or the inclusion of additional non-standard tasks 

is agreed by the Project Manager with the trustees and the 

PPF and the project plan updated accordingly.



Page 26 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES
CONTROLS

1. ACCEPTING CLIENTS

Process

Control Auditor testing

An administration agreement setting out the scope of services and agreed service levels is put in place wherever 

possible prior to commencing administration activity or as soon as possible thereafter. A formal appointment letter 

which includes Barnett Waddingham’s General Terms of Business Schedule is completed by both parties before 

provision of services commences.

Complete and authorised client agreements are operative prior to initiating administration activity

1.04 – For a sample of new clients, the appointment 

letter and administration agreements were obtained. 

It was confirmed each had been signed by the Partner 

on behalf of Barnett Waddingham and by an authorised 

representative of the client. No exceptions were noted. 

1.04 – Appointment letters and administration agreements 

are signed by the Partner on behalf of Barnett Waddingham 

and by an authorised representative of the client.
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1. ACCEPTING CLIENTS

Process

Control Auditor testing

A designated Project Manager oversees the taking on of a new client. The Project Manager is responsible for ensuring that 

all necessary steps are completed including the notification to third parties, obtaining data and documentation from the 

previous administrators and setting up necessary signatory authorities and account facilities.

Services for PPF clients are subject to alternative bespoke project management frameworks designed and optimised for 

the specialist nature of this work and the differing requirements of each client.

Pension schemes taken on are properly established in the system in accordance with the scheme rules and 

individual elections

1.05.1 – For a sample of new clients, through inspection, it 

was confirmed that a project template had been added to 

Taskstream and the project template or new client checklist 

had been marked as completed by the Project Manager. 

No exceptions were noted.

1.05.2 – For a sample of new PPF clients, it was confirmed 

that the PPF project plan and budgets were reviewed for 

progress on a monthly basis or an agreed frequency. It 

was confirmed that a change in budget/transfer date was 

agreed with the Trustees and was appropriately evidenced. 

No exceptions were noted.

1.05.1 – For PPF clients, a budget and project plan are 

agreed between the Barnett Waddingham PPF team, the 

Project Manager (trustees) and the PPF appropriate to the 

specific needs of the scheme. These are maintained by 

the Project Manager (trustees) and discussed on regular 

conference calls/meetings on an approximately monthly 

basis, or as is appropriate for the scheme’s needs. To 

obtain an increase in budget the Barnett Waddingham 

PPF team must obtain the prior approval of the Project 

Manager (trustees) and the PPF. This is evidenced by email 

or minutes. Any change to the transfer date must be 

agreed with the Project Manager (trustees) and the PPF and 

evidenced by email or minutes. 

1.05.2 – An implementation project template or new client 

checklist is added to Taskstream and progress is reviewed 

under the supervision of the Project Manager until setup 

is complete. The Project Manager marks the checklist or 

project template accordingly upon completion.
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1. ACCEPTING CLIENTS

Process
Administrators and Penstream Specialists liaise with the outgoing administration provider under the supervision of 

the Project Manager in order to collect scheme documentation and member data. On receipt, any gaps in required 

information are referred to the client/actuary/advisers for clarification.

Pension schemes taken on are properly established in the system in accordance with the scheme rules and 

individual elections

1.06.1 – For a sample of new clients, the member data 

reports were obtained to confirm a reconciliation had been 

conducted and a sample check performed to check the 

accuracy of the upload. No exception resolutions were 

noted and, therefore, this part of the control was not tested. 

No exceptions were noted.

1.06.2 – The user account configuration on Penstream 

was observed to confirm that access was restricted to 

Scheme Setup User and System Setup Users only. Through 

discussion, it was confirmed that access permissions are 

granted by Penstream Security Users and are enforced by 

the system. No exceptions were noted.

1.06.1 – Member data is loaded onto Penstream and a 

number of reports are used to reconcile the imported 

information against any available totals provided by the 

outgoing administration provider. A preserved benefit 

analysis helps identify any gaps in the data, data mapping, 

and calculation configuration. Data for active members is 

checked against any received benefit statement data. For 

DC schemes, control checks are also completed on unit 

holdings and fund manager records.

Sample checks are performed on loaded data compared to 

the original data supplied. Any exceptions are resolved by 

a Penstream Specialist and checked by another Penstream 

Specialist or project administrator. Reconciliations and 

exception resolutions are recorded in the risk, action, issue 

and decision (RAID) log.

1.06.2 – Access to scheme setup records on Penstream 

is restricted by system security controls to Scheme Setup 

Users and System Setup Users only. Access permissions for 

Scheme Setup Users and System Setup Users are granted 

and maintained by Penstream Security Users, and enforced 

by the system.

Control Auditor testing
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1. ACCEPTING CLIENTS

Process

Control Auditor testing

A benefit specification document is prepared for each client using the client’s trust deed and rules.

Pension schemes taken on are properly established in the system in accordance with the scheme rules and 

individual elections

1.07 – A sample of benefit specifications were selected 

to confirm a benefit specification document had been 

prepared under the supervision of the Project Manager and 

were retained on the file. No exceptions were noted.

1.07 – The interpretation of the rules is recorded in the 

benefit specification document, prepared under the 

supervision of the Project Manager and retained on the 

file, together with any validation correspondence with the 

Scheme Actuary, client or legal advisers.
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Process

Auditor testingControl

Contributions are paid in accordance with a schedule agreed between the employer and the trustees with member 

contributions having to be paid to the trustees before the statutory deadline in the month following the deduction of the 

contributions from members’ pay.

Contribution receipts as notified by the client at the point of payment are added to Cashstream either manually by the 

administrator or as an automatic function of other Penstream processes.

Contributions to defined contribution (DC) plans, defined benefit (DB) schemes, or both, and transfers of 

members’ funds between investment options are processed accurately and in a timely manner

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.01.1 – For a sample of DC and DB schemes, the 

contribution receipts monitoring file was obtained for 

all sites, for a sample of months. Whilst it was noted that 

missing and late contributions were noted and reported 

to the Partner responsible for the client, in three cases, the 

late contributions were not identified timely. Therefore an 

exception was noted.

Barnett Waddingham comment: Possible reportable 

breach notifications were submitted to the Partner in 

each case but not timely to the occurrence of the late 

receipt. None of the possible breaches were deemed 

to be reportable. Refresher training on contribution 

monitoring will be rolled out to the practice area. Some 

recommendations have been made to the Pension 

Administration Board for some amendments to our 

contribution monitoring procedure to ensure that late 

contributions are raised with the Partner in a timely manner.

2.01.2 – This has been tested as part of another control. 

Please refer to the auditor response in controls 3.11.1 or 

3.11.2.

2.01.1 –A contribution receipts file is maintained to record 

contribution due dates and receipts which is reviewed 

at least monthly by an appointed administrator. Any 

missing contributions are pursued with the client. Late 

contributions are reported to the Partner responsible for 

the client or their delegate who considers such reports 

in accordance with the principles of the traffic light 

framework put in place by TPR.

2.01.2 – Contribution monitoring is described under 

another control objective.
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Process

Control Auditor testing

DC contributions received are checked by the administrator for reasonableness. The contributions are invested in 

accordance with a timetable agreed with the trustees. On receipt of contributions, the task is logged onto Taskstream and 

progress is monitored against agreed service levels by a nominated administrator.

Contributions to defined contribution (DC) plans, defined benefit (DB) schemes, or both, and transfers of 

members’ funds between investment options are processed accurately and in a timely manner

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.02 – For a sample of DC schemes, across a sample of 

months, the monthly contribution cycle checklist was 

obtained and confirmed as completed by the administrator 

and an independent reviewer. No exceptions were noted.

2.02 – DC contributions received are checked against 

a listing of contributions per member and a monthly 

contribution cycle checklist is used to record the 

completion of each step of the process and the file is 

marked accordingly by the administrator and reviewer.
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Process

Control Auditor testing

Internally administered DC contribution receipts are processed by the administrator by loading the relevant data to 

member records on Penstream. The system calculates the split of the contributions between investment funds or 

managers.

The administrator arranges for the investment instruction and the funds to be transferred to the investment managers.

Contributions to defined contribution (DC) plans, defined benefit (DB) schemes, or both, and transfers of 

members’ funds between investment options are processed accurately and in a timely manner

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.03 – This has been tested as part of another control. 

Please refer to the auditor response in control 5.02.

2.03 – Investment splits are checked by the administrator 

and the totals for investment are reconciled against 

the total contribution amount reported by the client. 

Any discrepancies are investigated and resolved by the 

administrator and the file is marked accordingly by the 

administrator and reviewer.
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Process

Control Auditor testing

On receipt of each DC investment transaction confirmation, the administrator checks the amounts invested and units 

purchased per fund against the instructions issued.

Unit purchase details are loaded to Penstream and applied to individual member records. Penstream unit allocation 

details are prepopulated from the STP transaction confirmation. In non-STP cases, the administrator adds the transaction 

information manually.

Contributions to defined contribution (DC) plans, defined benefit (DB) schemes, or both, and transfers of 

members’ funds between investment options are processed accurately and in a timely manner

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.04 – For a sample of DC investment transactions 

and a sample of months, it was confirmed that the 

investment split had been checked and reconciled by 

the administrator, to confirm the amount invested and 

unit prices reported. The monthly contribution checklist 

was reviewed to confirm the file had been marked by the 

administrator and independent reviewer. No exceptions 

were noted.

2.04 – Units purchased are reconciled by the administrator 

to the amounts invested and the unit prices reported by 

the investment manager. Total unit holdings on Penstream 

are reconciled against the investment manager’s records 

following each investment cycle. The file is marked 

accordingly by the administrator and reviewer.
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Contributions to defined contribution (DC) plans, defined benefit (DB) schemes, or both, and transfers of 

members’ funds between investment options are processed accurately and in a timely manner

2. AUTHORISING AND PROCESSING TRANSACTIONS

Investment switches are logged on Taskstream and progress is monitored against agreed service levels by a nominated 

administrator. The administrator uses Penstream to calculate the required unit sales or purchases.

Investment switch transaction instruction inputs on the STP system are generated automatically by Penstream. The 

approval and authorisation process is then carried out on the STP system. In non-STP cases, the administrator manually 

prepares and issues investment switch instructions subject to the necessary authorisation controls (see 3.12.2).

Unit transaction details are loaded to Penstream and applied to individual member records. Penstream unit transaction 

details are prepopulated from the STP transaction confirmation. In non-STP cases the administrator adds the transaction 

information manually (see 3.12.3).

Details of requested switch transactions are confirmed in writing to the member once the transaction is completed. 

Transaction summaries are also included on annual benefit statements, and those members with online access may log in 

at any time to review their unit holdings.

2.05.1 – System calculations are checked for accuracy 

by the administrator with reference to the switch 

requirements. The file is marked accordingly by the 

administrator and reviewer.

2.05.2 – Members subscribed to the BWebstream service 

may check switch transactions online in real time. All 

members receive annual benefit statements containing 

an investment transaction summary. Any queries raised by 

members are logged on Taskstream and investigated by 

the administrator.

2.05.3 – On completion of scheduled switches the 

administrator makes an appropriate reminder for the next 

scheduled switch date or configures a scheduled task on 

Taskstream.

2.05.1 – For a sample of schemes, across a sample of 

months, the system calculations were obtained, and it was 

confirmed each had been marked by the preparer and 

independent reviewer. No exceptions were noted.

2.05.2 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.05.2.

2.05.3 – For a sample of scheduled switches it was 

confirmed that a scheduled task had been set up within 

Taskstream, as a reminder for the next switch date. No 

exceptions were noted.

Control Auditor testing
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Control Auditor testing

DB member contributions received are spot checked by the administrator for reasonableness at least annually. Any 

discrepancies are raised with the employer’s payroll department.

Contributions to defined contribution (DC) plans, defined benefit (DB) schemes, or both, and transfers of 

members’ funds between investment options are processed accurately and in a timely manner

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.06 – This has been tested as part of another control. 

Please refer to the auditor response in control 5.01.

2.06 – Annual DB member contribution checks are 

described under another control objective.
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Retirement illustrations for DB members approaching Normal Retirement Date (NRD) are sent to members at least three 

months before their NRD (except where prevented by the basis of calculation). Retirement options for DC members (or DB 

members with DC funds) approaching NRD are sent to members at least four months before their NRD (or the member 

is introduced to an annuity provider who issues options information to the member at least four months prior to NRD). A 

report is run at least annually from Penstream records by the administrator to identify any members attaining NRD during 

the coming period, and each case is added to Taskstream as a dormant task. The task will be automatically activated 

by Taskstream five months prior to the event for DB schemes and six months prior to the event for DC schemes or DB 

schemes with DC funds. Taskstream tasks are monitored by Team Leaders for progress and completion against agreed 

service standards and statutory timescale requirements. 

Benefits payable and transfer values are calculated in accordance with scheme rules and relevant 

legislation and are paid on a timely basis

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.07 – A sample of forthcoming retirement tasks 

were selected to verify that dormant tasks had been 

appropriately set up in Taskstream and that these had been 

subject to review and sign-off. No exceptions were noted.

2.07 – Dormant tasks are added to Taskstream and the file 

is marked accordingly by the administrator and reviewer.



Page 37 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES
CONTROLS

Process

Control Auditor testing

Benefits on leaving, retiring or death are established using an automated system calculation on Penstream. Any changes 

required to the Penstream scheme setup configuration as a result of rule changes or calculation accuracy are referred 

by the administrator to a Penstream Specialist for processing. Legislative changes affecting all schemes are managed at 

system level in conjunction with the Developers (see 7.23.1 and 7.23.2).

Access to scheme setup records on Penstream is restricted by system security controls to Scheme Setup Users and 

System Setup Users only.

Benefits payable and transfer values are calculated in accordance with scheme rules and relevant 

legislation and are paid on a timely basis

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.08.1 – A sample of benefit payments were selected to 

verify that Penstream calculations had been checked by 

the administrator; and that these have been subject to 

independent review. No exceptions were noted.

2.08.2 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.09.

2.08.1 – Individual automated system calculations are 

reviewed or manually checked for reasonableness or 

accuracy by the administrator. This includes changes 

to calculation outputs resulting from scheme setup 

configuration amendments made by Penstream Specialists 

to the Penstream scheme setup. The file is marked 

accordingly by the administrator and reviewer.

2.08.2 – System access permissions are described under 

another control objective.
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Where required, authorisation for distribution of discretionary benefits or provision of augmentations is obtained by the 

administrator from the client before payment is made.

Benefits payable and transfer values are calculated in accordance with scheme rules and relevant 

legislation and are paid on a timely basis

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.09 – A sample of discretionary benefits were selected 

to verify that appropriate authorisation had been obtained 

prior to payments and that the file had been marked 

accordingly by the administrator and independent review. 

No exceptions were noted.

2.09 – Authorisation is obtained by the administrator from 

the parties appropriate to the circumstances. The file is 

marked accordingly by the administrator and reviewer.
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Where Barnett Waddingham provides cash handling services using the client’s bank a payment request form is prepared 

for each required payment, with the transaction details being recorded on Cashstream.

Where cash handling services are provided through Barnett Waddingham’s pooled accounts facility, the relevant payment 

transaction inputs to the CCM Browser are generated automatically by Cashstream. The transaction authorisation process 

is then carried out in the CCM Browser.

Benefits payable and transfer values are calculated in accordance with scheme rules and relevant 

legislation and are paid on a timely basis

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.10.1 – For a sample of payments, the payment request 

form was obtained, and it was confirmed they had 

been subject to the appropriate level of authorisation, 

in accordance with signatory arrangements agreed with 

the client. No exceptions were noted. The sample did 

not identify any payments that exceeded the Barnett 

Waddingham approval limits. No exceptions were noted.

2.10.2 – For a sample of payments, made from the pooled 

account, the payment request form was obtained, and it 

was confirmed that they had been subject to two levels 

of authorisation. The sample did not identify any cheque 

payments. Through enquiry with management it was 

confirmed that the control is operating as described. The 

CCM browser was inspected to confirm that evidence 

of authorisation had been retained. Further testing on 

the control of user registrations and authorisation levels 

is detailed the auditor responses to control 7.04.4. No 

exceptions were noted.

2.10.3 – For the same sample as selected in control 2.10.1, 

the payment transaction within CCM was reviewed and it 

was confirmed that each transaction had been reviewed 

by a Gatekeeper and evidence of this review had been 

recorded in CCM. No exceptions were noted.

2.10.1 – Payment request forms are signed by two 

authorisers, one of whom may also check the form. 

Alternatively, payment request forms are checked and 

countersigned by a second administrator and signed as 

authorised by two others, in accordance with signatory 

arrangements agreed with the client. Typically this will be 

two Barnett Waddingham staff, at least one of whom is a 

Partner or Associate. Where the payment exceeds Barnett 

Waddingham mandate limits, two Barnett Waddingham 

staff – at least one of whom is a Partner or Associate – 

authorise the payment instruction before forwarding it to 

the client for signature.

2.10.2 – Two authorisers approve payment transactions 

on pooled accounts. These authorisation requirements are 

logically enforced and recorded in the CCM browser. For 

payments below the pre-agreed limit, cheques must be 

signed by two authorisers. Where a transaction exceeds a 

threshold pre-agreed with the client, and logically enforced 

by the CCM browser, a third authorisation is required 

from a Gatekeeper. Control of user registrations and 

authorisation levels is detailed in 7.04.4.

2.10.3 – Evidence of client payment approval, where 

appropriate, is reviewed by a Gatekeeper prior to them 

recording their authorisation in the CCM browser.

Control Auditor testing
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For DC schemes, the administrator uses Penstream to calculate the required unit disinvestments.

Where STP is in place, the disinvestment transaction instruction inputs on the STP system are generated automatically by 

Penstream. The approval and authorisation process is then carried out on the STP system. In other cases, the administrator 

manually prepares and issues appropriate disinvestment instructions subject to the necessary authorisation controls (see 

3.12.2).

Unit transaction details are loaded to Penstream and applied to individual member records. Where STP is used, 

the Penstream unit transaction details are prepopulated from the STP transaction confirmation. In other cases the 

administrator adds the transaction information manually (see 3.12.3).

Benefits payable and transfer values are calculated in accordance with scheme rules and relevant 

legislation and are paid on a timely basis

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.11 – For a sample of disinvestments, the system 

calculations were obtained, and the file reviewed, 

confirming each had been marked by the administrator 

and had been subject to an independent review. No 

exceptions were noted.

2.11 – For each disinvestment, system calculations are 

checked for accuracy by reference to the disinvestment 

requirements. The file is marked accordingly by the 

administrator and reviewer.
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The administrator checks that the amounts of pension being paid are consistent with the pensioners’ benefit entitlements 

under the scheme rules.

Payroll Administrators maintain a list of payroll clients which is used to record the timely receipt of payroll processing data, 

and follow up late submissions with the administrators responsible. Every month, a Payroll Administrator issues details to 

all offices of the payroll deadline dates for the forthcoming month.

Benefits payable and transfer values are calculated in accordance with scheme rules and relevant 

legislation and are paid on a timely basis

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.12.1 – The Penstream system was observed and it was 

confirmed that the system includes automated controls 

to prevent the administrator from posting the addition of 

a new pensioner to the payroll, if it has not been subject 

to review. For a sample of new pensioners, the checklist 

was obtained, and it was confirmed evidence has been 

retained of the new pensions payable being posted, review 

and inclusion on the payroll changes spreadsheet for 

reconciliation purposes. No exceptions were noted.

2.12.2 – For a sample of pension payroll runs evidence was 

obtained to confirm reconciliations had been performed 

and the files were marked as reviewed by an administrator. 

No exceptions were noted.

2.12.3 – For the sample of payroll payments tested 

in 2.12.2, it was verified that the pension entitlement 

checks had been completed by an administrator and the 

payroll checklist was completed to evidence review. No 

exceptions were noted.

2.12.4 – This has been tested as part of another control. 

Please refer to the auditor response in control 2.10.1 and 

2.10.2.

2.12.5 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.10.2.

2.12.1 – Additions of new pensioners to a client’s payroll 

are processed by the administrator who suspends the 

transaction on Penstream and records the details separately 

for reconciliation purposes. A second administrator checks 

the new pensioner details for accuracy and posts the 

suspended transaction to Penstream. Penstream prevents 

the administrator from posting new pensioner transactions 

to the payroll directly, without review (see 7.08).

2.12.2 – Payroll runs for each client are reconciled by the 

administrator for recorded changes against the previous 

payroll. The file is marked accordingly by the administrator 

and reviewer.

2.12.3 – For each payroll run the administrator compares 

the recorded pension entitlement and the pension 

currently in payment. Any material differences are 

investigated. The file is marked accordingly by the 

administrator and reviewer.

2.12.4 – Payroll and PAYE payment request forms are 

checked and countersigned by a second administrator 

who may also be an authoriser. Transactions in the CCM 

browser must be part released by an authoriser.

2.12.5 – Bulk payroll Bacs submissions are processed only 

by authorised staff using password-protected software and 

card-authorised hardware (see 7.10.2).

Control Auditor testing
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Pension indexation calculations are completed by the administrator in accordance with the scheme rules, using 

Penstream. Confirmation is sought from the trustees regarding discretionary increases. A pension increase checklist is 

used to document the calculation and processing of the indexation.

Benefits payable and transfer values are calculated in accordance with scheme rules and relevant 

legislation and are paid on a timely basis

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.13.1 – For a sample of pension index calculation, it was 

verified that the file was marked accordingly to evidence 

the spot check completed by the administrator. Each 

calculation also evidenced completion of review. No 

exceptions were noted.

2.13.2 – For the same sample as 2.13.1, it was confirmed 

that the calculated indexation totals had been recorded 

separately for the payroll change reconciliation. No 

exceptions were noted.

2.13.1 – The administrator spot checks the system 

calculation output reports for accuracy. Particular attention 

is paid to those retiring within the previous year for correct 

proportioning of indexation, and those attaining age 65/60 

for correct splitting of Guaranteed Minimum Pension 

(GMP) entitlements. The file is marked accordingly by the 

administrator and reviewer.

2.13.2 – Any calculated indexation totals are recorded 

separately for payroll change reconciliation by the 

administrator and reconciled as part of the regular 

payroll (see 2.12.2). Alternatively, for external payrolls, 

the calculated indexation information is passed to the 

responsible paying body.
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Transfer value quotations for DB schemes are calculated by the administrator using a spreadsheet compiled either by, or 

under the supervision of, the Scheme Actuary. Parameters for use are agreed with the Scheme Actuary or the client e.g. 

by size, benefit type. Where required by the Scheme Actuary or client, calculations falling outside agreed parameters are 

referred to the Scheme Actuary for validation and agreement e.g. over a certain level, or of a certain benefit type/basis.

Alternatively, the administrator submits data to the Scheme Actuary or their actuarial assistant who prepares the 

calculation and returns the results to the administrator for issue. Transfer value quotations are issued in accordance with 

statutory requirements.

Benefits payable and transfer values are calculated in accordance with scheme rules and relevant 

legislation and are paid on a timely basis

2. AUTHORISING AND PROCESSING TRANSACTIONS

2.14.1 – For a sample of transfer out quotations, it was 

verified that the Scheme Actuary had authorised the 

use of the transfer valuation spreadsheet for each office 

or that the calculations had been subject to review and 

approval, through review of the completed eChecklist. No 

exceptions were noted.

2.14.2 – For a sample of transfer values where the 

spreadsheet was not used, it was confirmed that the 

administrator had obtained authorisation from the Scheme 

Actuary before issuing the quote. No exceptions were 

noted.

2.14.1 – Written authorisation from the Scheme Actuary 

is obtained prior to using spreadsheets for transfer value 

calculations except those that simply automate the 

Scheme Actuary’s preset proforma basis.

2.14.2 – For transfer values prepared by actuarial staff, the 

administrator obtains and checks that the calculation result 

has been properly authorised by the actuarial staff before 

issuing the quotation.



Page 44 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES
CONTROLS

Process

Control Auditor testing

The identity of members who contact Barnett Waddingham regarding their benefits and data by telephone or in writing is 

checked before data is amended.

Member records consist of up to date and accurate information and are updated and reconciled regularly

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.01.1 – The Penstream system was observed to confirm 

that the administrator is required to verify at least two 

specific personal data items, for all telephone changes, 

prior to being able to record electronic phone notes. 

For a sample of telephone changes, it was confirmed 

completion of identity verification checks had been 

recorded. No exceptions were noted.

3.01.2 – For a sample of letters and emails it was confirmed 

that the administrator had checked and confirmed the 

correct identity prior to processing the change and 

evidence of this had been retained. Completion of the 

checks had been retained on the file. No exceptions were 

noted.

3.01.1 – The administrator verifies the identity of a member 

who telephones by checking at least two specific personal 

data items against known values on record. Electronic 

phone notes on Penstream oblige the administrator to 

confirm identity checks before being able to record the 

message information, which is logically enforced by the 

system. Completion of identity verification checks is 

recorded by the administrator on the file.

3.01.2 – Letters and emails received are checked by the 

administrator for authenticity by signature check, or for 

correct identity by verifiable data items before amending 

member records. Completion of identity verification 

checks is recorded by the administrator on the file.
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Administrators will process member data changes only from properly authorised third parties.

Member records consist of up to date and accurate information and are updated and reconciled regularly

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.02 – For a sample of member detail changes requested 

by third parties, it was confirmed that the administrator 

had checked to confirm the necessary authority had 

been received. Completion of these checks was marked 

accordingly on the file by the administrator. No exceptions 

were noted.

3.02 – The administrator checks that the necessary 

authority has been received, or that the third party is 

properly authorised before processing requested data 

changes from third parties e.g. Bacs Payment Schemes 

Limited, Power of Attorney. Completion of authorisation 

checks is recorded by the administrator on the file.
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With the exception of fast track address updates, on receipt of an authorised change instruction, the administrator logs 

the task onto Taskstream, modifies the member record on Penstream, and logs the task off Taskstream on completion. An 

acknowledgement is issued to the member confirming the modification except where notification is received direct from 

the client or is a technical amendment via Bacs. Where the modification is a change of address, and an acknowledgement 

letter is sent, it is issued to both the current and previous address, if known. Taskstream is monitored and progress against 

agreed service levels is reviewed by a nominated administrator.

Address update notifications received by telephone may be processed by the administrator in real time during the call 

following a fast track process on Penstream. In these instances there is no checklist. The process, controls and checks are 

logically enforced by the system as part of the fast track updating process. The task is created automatically by the system 

on Taskstream.

Member records consist of up to date and accurate information and are updated and reconciled regularly

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.03.1 – For a sample of member record modifications, the 

member record was reviewed to confirm each update has 

been marked by the administrator and had been subject 

to review, by a second administrator, to confirm authority, 

completeness and accuracy. No exceptions were noted.

3.03.2 – The Penstream system was observed to confirm 

the fast track address update system required the 

verification of ID and authorisation of the third party to be 

confirmed, prior to the member record being updated. No 

exceptions were noted.

3.03.3 – For a sample of bank account change 

notifications, confirmed that each notification had 

been subject to processing and authorisation by two 

independent administrators, prior to the change being 

posted in the system. Confirmed through observation that 

the second administrator is unable the post the update, if 

they have edited the change. No exceptions were noted.

3.03.1 – Modifications to member records including 

fast track address updates are reviewed for authority, 

completeness and accuracy by reference to the authorised 

instruction by a second administrator. The file is marked 

accordingly by the administrator and reviewer.

3.03.2 – The fast track address update process on 

Penstream requires the verification of ID and authorisation 

of the third party to be confirmed on screen before the 

member record can be updated which is logically enforced 

by the system.

3.03.3 – Bank account change notifications from members 

are required to be instructed in writing. Penstream 

bank account records cannot be modified by a single 

administrator and require a second administrator to 

authorise and post the change to the system. The identity 

of the administrators responsible for modifications is 

retained by the system. If the second administrator 

attempts to edit the change prior to posting the system 

prevents them from posting the update.

Control Auditor testing
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Members of schemes using the BWebstream online access facility are able to access their records online and make basic 

changes to their records. Some changes require review by an administrator before the Penstream database is updated.

Member records consist of up to date and accurate information and are updated and reconciled regularly

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.04.1 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.05.2.

3.04.2 – The Penstream system was observed and 

discussions were held with management, to confirm that 

the system contained validity parameters that require 

enforcement, prior to updates being posted to the 

database. 

A sample of address changes, outside of the valid 

parameters, were selected and it was confirmed all changes 

had been suspended by the system and reviewed by an 

administrator prior to posting. No exceptions were noted.

3.04.1 – The control of access to online records is 

described under another control objective.

3.04.2 – Address updates submitted online by members 

are tested against validity parameters by Penstream before 

being posted to the database. Changes outside valid 

parameters, including updates other than contact details, 

are suspended, and a Taskstream task is automatically 

created for an administrator to review and post the update 

to the member’s record if appropriate, or follow up with 

the member.
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Administrators keep active member data up to date by means of an annual data load from the client or at such other 

frequency as required by the client. A renewal checklist is used by the administrator. Benefit statements, including 

recorded salary and other data, are distributed to active members. Members may review their benefit statements and any 

resulting data queries are investigated and resolved by the administrator.

Member records consist of up to date and accurate information and are updated and reconciled regularly

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.05.1 – For a sample of data submissions, evidence was 

obtained to confirm the administrator has reviewed the 

submission for reasonableness and where applicable had 

investigated any anomalies through correspondence with 

the client. No exceptions were noted.

3.05.2 – For the same sample as selected in 3.05.1, 

evidence of reconciliation was reviewed, and it was 

confirmed that the checklist had been marked accordingly 

by the administrator and reviewer. No exceptions were 

noted.

3.05.3 – Based on the same sample of 3.05.1, it was 

confirmed that system benefit calculations spot checks had 

been conducted on the majority of the sample to check 

for accuracy and reasonableness and the file had been 

marked appropriately by the administrator and reviewer. No 

exceptions were noted.

3.05.1 – The administrator reviews data submissions from 

the client for reasonableness and resolves any anomalies 

by corresponding with the client.

3.05.2 – Control totals are reconciled against original data 

by the administrator. The file is marked accordingly by the 

administrator and reviewer.

3.05.3 – System benefit calculation outputs are 

spot checked by the administrator for accuracy or 

reasonableness. The file is marked accordingly by the 

administrator and reviewer.
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New members are added to Penstream by the administrator when they join a scheme, once details are submitted by the 

client. A new member checklist is used by the administrator.

Member records consist of up to date and accurate information and are updated and reconciled regularly

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.06 – A sample of new joiners was selected, and it was 

found in all cases that evidence had been retained to 

confirm eligibility checks had been completed, and this 

had been reviewed. The population did not include any 

discretionary joiners and, therefore, whilst testing could 

not be conducted it was confirmed, through discussion 

with management, that the control design remained as 

described. No exceptions were noted.

3.06 – Eligibility conditions for new joiners are checked 

by the administrator and the necessary written authority 

obtained, as defined by the scheme rules, for discretionary 

joiners. Underwriting limits for death benefits are checked 

by the administrator and any additional health evidence 

requirements confirmed to the client. Salary caps and 

other limitations or special terms are also checked by 

the administrator. The file is marked accordingly by the 

administrator and reviewer.
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Schemes are subject to periodic data validity screening in line with TPR guidance on record keeping.

The administrator runs a membership movement report from Penstream at a frequency agreed with the client.

Member records consist of up to date and accurate information and are updated and reconciled regularly

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.07.1 – For a sample of clients, it was confirmed that 

the administrator had carried our validation tests against 

scheme data and had reported these results to the client. 

Where applicable, evidence of remedial work requested by 

the client had been retained. No exceptions were noted.

3.07.2 – For the same sample, a selection of membership 

movement reports were obtained and reviewed, 

confirming each had been checked for reasonableness by 

the administrator. It was also confirmed that each report 

had been subject to independent review and any questions 

raised, or anomalies highlighted were investigated by the 

administrator and evidence of these investigations had 

been retained. No exceptions were noted.

3.07.1 – At intervals agreed with the client, the 

administrator carries out validation tests against scheme 

data and reports the results to the client. The nature and 

extent of any remedial work to improve scheme records is 

determined by the client who instructs the administrators 

accordingly.

3.07.2 – Membership movement reports from Penstream 

are checked for reasonableness by the administrator. The 

file is marked accordingly by the administrator and reviewer 

prior to the information being reported to the client. Any 

questions raised or anomalies highlighted by the client are 

investigated by the administrator.
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On a triennial basis, the administrator extracts member data from Penstream for valuation purposes. The data is reviewed 

by an internal or external actuary who conducts logic and tolerance checks and comparisons against previous data and 

reports any exceptions back to the administrator.

Member records consist of up to date and accurate information and are updated and reconciled regularly

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.08.1 – For a sample of clients, evidence of administrator 

spot checks any evidence of this review had been marked 

on file by the administrator and independent reviewer, was 

obtained. No exceptions were noted.

3.08.2 – For the same sample as 3.08.1, evidence of 

administrator review of the exceptions report from the 

actuarial department was obtained for each client, where 

applicable, along with ongoing correspondence with the 

actuarial department in relation to any errors corrected. No 

exceptions were noted.

3.08.1 – The administrator carries out spot checks on 

different categories of member to check for logic and 

consistency and the file is marked accordingly by the 

administrator and reviewer.

3.08.2 – The administrator reviews the exception report 

from the actuarial department and investigates the 

exceptions raised. Any errors identified as a result of the 

data review are corrected by the administrator and the 

findings of the review are reported back to the actuarial 

department.
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A benefit payment record is added to Cashstream automatically at the time of processing a transaction if it results from a 

function of Penstream processing. In other cases, the administrator enters the transaction details into Cashstream manually.

Where Barnett Waddingham provides cash handling services using the client’s bank, Cashstream transaction entry details 

are included on a payment request form.

Where cash handling services are provided through Barnett Waddingham’s pooled accounts facility, the relevant payment 

transaction inputs to the CCM Browser are generated automatically by Cashstream.

Contributions and benefit payments are completely and accurately recorded in the proper period

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.09.1 – This has been tested as part of another control. 

Please refer to the auditor response in control 2.10.1.

3.09.2 – This has been tested as part of another control. 

Please refer to the auditor response in control 2.10.2.

3.09.1 – The payment request form detailing the 

transaction is produced by the administrator and checked 

for completeness and accuracy by another administrator 

who countersigns the form.

3.09.2 – CCM browser transactions are created by 

Cashstream, the details of which are checked for 

reasonableness by the administrator and reviewed by 

another administrator who records their review on 

Taskstream.
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Where payments are made using the Bacs Bureau service, processing requests are authorised and checked prior to 

submission.

Contributions and benefit payments are completely and accurately recorded in the proper period

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.10 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.10.1 and 

7.10.2.

3.10 – All Bacs Bureau payment requests are authorised 

prior to submission by at least one Partner or Associate. 

The administrator processing the Bacs payment request 

checks the presence of required authorisation before 

creating the payment request on the Bacs system. All 

created requests are reviewed and checked for accuracy 

by another staff member who then submits the payment 

request to Bacs. The Bacs system retains archives of all 

submitted payment requests, with details of the checking 

authoriser (see 7.10.1 to 7.10.2).
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The administrator cross checks all banking transactions between bank records and Cashstream for consistency. Where 

required, regular transactions not subject to the payment request form process are posted to Cashstream during the 

reconciliation process.

Contributions and benefit payments are completely and accurately recorded in the proper period

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.11.1 – For a sample of clients, across a selection of 

months, it was confirmed that Cashstream transactions 

had been reconciled against the accounting system by 

the administrator following receipt of the bank statement. 

Any differences had been investigated and resolved. No 

exceptions were noted.

3.11.2 – For a sample of days across the period of review, 

the daily reconciliation for the Barnett Waddingham 

pooled accounts, prepared by the Payroll Administrator, 

was obtained and reviewed. Any differences had been 

investigated and resolved. No exceptions were noted.

3.11.1 – Where Barnett Waddingham provides cash 

handling services using the client’s bank, Cashstream 

transactions are reconciled against the accounting system 

by the administrator at least monthly, following receipt 

of the bank statement. The administrator investigates any 

differences and the reconciliation process continues until 

the administrator is able to establish a cleared balance 

on the accounting system equal to that on the bank 

statement. Cashstream retains records of all reconciliations.

3.11.2 – Where cash handling services are provided 

through Barnett Waddingham’s pooled accounts 

facility, a daily reconciliation test is carried out by a 

Payroll Administrator between the bank account, CCM 

browser segregated account records and Cashstream. 

Any anomalies arising are investigated and resolved 

by the Payroll Administrator. Reports confirming the 

reconciliations are retained.
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Monitoring of cashflow requirements is carried out by the administrator at monthly intervals or otherwise as agreed with the client and the 
task logged on to Taskstream.

Where STP is in place, the administrator records a required investment transaction on Cashstream which automatically generates the 
transaction instruction on the STP software. On completion, the transaction details are prepopulated in the Cashstream allocation process 
from the STP transaction confirmation. In other cases, the administrator manually prepares and issues the investment instructions subject to 
the necessary authorisation controls.

An investment/disinvestment checklist is used by the administrator for conventional unitised DB schemes to record the investment or 
disinvestment process. 

Investment records are maintained on Cashstream.

Investment transactions, balances and related income are completely and accurately recorded in the 

proper period

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.12.1 – For a sample of investment transactions, it was 
confirmed that the investment requirements had been 
subject to review by an independent administrator and 
the file had been marked accordingly. No exceptions were 
noted.

3.12.2 – For a sample of STP transactions, it was confirmed 
that these had been checked and part approved by 
the administrator and fully approved by an authorised 
second administrator, Associate or Partner. Each file had 
been marked accordingly. Approval levels within the STP 
software have been tested as part of control 7.04.3.

3.12.3 – For a sample of investment transactions, for 
conventional unitised DB schemes, evidence was obtained 
and reviewed to confirm the unit running totals on 
Cashstream had been reconciled to the transaction reports 
by the administrator and any differences were investigated 
and resolved. No exceptions were noted.

3.12.4 – For a sample of individual transactions, evidence 
of administrator review of the transaction confirmation 
reports, instructions and Penstream records were obtained, 
along with evidence of independent review. Each file had 
been marked accordingly. No exceptions were noted.

3.12.1 – Investment/disinvestment requirements are 
reviewed for reasonableness by another administrator and 
the file marked accordingly.

3.12.2 – STP transactions generated by calculations are 
checked and part approved by the administrator, and 
approved by an authorised administrator, Associate or 
Partner prior to release. The requirement for approvals 
at the correct levels prior to release is logically enforced 
by the STP software (see control 7.04.3). Alternatively, 
transactions are prepared by the administrator in 
accordance with the authorisation levels agreed with the 
client. The file is marked accordingly by the administrator 
and reviewer.

3.12.3 – On receipt of the investment manager’s 
transaction confirmation reports for conventional unitised 
DB schemes, the unit running totals on Cashstream 
are reconciled by the administrator with those on the 
transaction confirmation report and any differences 
investigated and resolved. 

3.12.4 – Alternatively, for individual transactions such as 
switches, transaction confirmation reports are checked 
against the instructions for consistency. The Penstream 
calculation automatically cross checks the unit price 
and fund amount against the number of units and 
alerts the administrator to any discrepancies exceeding 
the set tolerance level for the client. The administrator 
investigates and resolves any discrepancies. Unit holdings 
are reconciled by the administrator against the Penstream 
record. The file is marked accordingly by the administrator 
and reviewer.
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Other investment movements such as purchases and sales of assets, switches and swaps, derivatives, and changes in 

market value are updated on Cashstream as part of the annual accounts preparation.

A report and accounts checklist is used to record the completion of preparatory work on the accounts.

Investment transactions, balances and related income are completely and accurately recorded in the 

proper period

3. MAINTAINING FINANCIAL AND OTHER RECORDS

3.13 – For a sample of clients, the annual investment 

manager reports were obtained, along with evidence of 

review and posting of the transactions on Cashstream by 

the administrator. Evidence of the administrator reconciling 

the balances to the year end investment reports was also 

obtained, along with confirmation that the transactions had 

been recorded in the draft report and accounts document. 

Each file had been marked accordingly by the administrator 

and independent reviewer, prior to submission to the 

external auditors. No exceptions were noted.

3.13 – On at least an annual basis the administrator 

reviews investment manager reports and posts the 

relevant transactions on Cashstream. On completion, 

the administrator reconciles the balances to the year end 

investment reports and records the transactions in the 

draft report and accounts document. The file is marked 

accordingly by the administrator and reviewer prior to 

submission to external auditors.
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IT security policies and procedures are in place to prevent unauthorised access to electronic records (see section 7).

Member and scheme data is appropriately stored to ensure security and protection from unauthorised use

4. SAFEGUARDING ASSETS

4.01.1 – A sample of new starters were selected, and 

evidence to confirm HR had reviewed the access request 

and it had been approved by the practice or support 

area lead, was obtained. No special circumstances were 

identified during testing, however, through discussion with 

management it was confirmed the control remained as 

designed. No exceptions were noted.

4.01.2 and 4.01.3 – These have been tested as part of 

another control. Please refer to the auditor responses in 

controls 7.04.3 and 7.04.4 respectively.

4.01.1 – All electronic record keeping systems are 

password protected and have restricted access for 

authorised personnel only. The network password 

system is maintained by Network Administrators who 

normally receive instruction and authorisation for users 

from the Human Resources (HR) department. In special 

circumstances, a Partner or Associate on the IT Committee 

may provide alternative authorisation.

4.01.2 –STP has additional password, user privilege and 

access controls which are allocated and maintained by 

STP System Administrators, and further access restriction 

using IP and certificate controls which are maintained by 

Network Administrators.

4.01.3 – The CCM Browser has additional password, user 

privilege and access controls which are maintained by 

authorised users and Gatekeepers.
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Member and scheme files are held at Barnett Waddingham sites in paper, microfiche or electronic form, and in off-site 

storage facilities. Access to all office sites is controlled. Paper records retained in off-site storage facilities are managed by a 

single third party national supplier.

Waste paper produced by pension administration teams is disposed of in secure locked bins on site, which are emptied 

and maintained by a third party national supplier.

Member and scheme data is appropriately stored to ensure security and protection from unauthorised use

4. SAFEGUARDING ASSETS

4.02.1 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.01.

4.02.2 – Through discussion with management it was 

confirmed there had been no new third-party service 

providers within the period and, therefore, no testing was 

conducted. It was, however, confirmed with management 

that the control design remained as described. No 

exceptions were noted.

4.02.1 – The control of access to office sites is described 

under a different control objective.

4.02.2 – Contracts with third party service providers who 

handle confidential material are agreed only once the 

supplier is able to confirm the existence of an adequate 

information security policy, which is reviewed for 

compliance with data protection legislation and Barnett 

Waddingham’s requirements prior to the signing of 

contracts.
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All letters and statements produced by Barnett Waddingham are retained indefinitely in electronic archives on the network 

and in the data backup systems.

Member and scheme data is appropriately stored to ensure security and protection from unauthorised use

4. SAFEGUARDING ASSETS

4.03.1 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.01.

4.03.2 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.26.1 and 

7.26.2.

4.03.1 – Access to the network is described under a 

different control.

4.03.2 – Offsite backups are described under a different 

control objective.



Page 60 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES
CONTROLS

Process

Control Auditor testing

Member data emailed to clients is protected from unauthorised access. New employees are referred to Barnett 

Waddingham’s email policy which is published on Barnett Waddingham’s intranet. Electronic files containing personal 

information are password protected by the administrator prior to issue. All client emails are copied by the administrator to 

a shared client folder which is monitored for compliance with policy by other staff involved in that client’s work.

Electronic files may be shared online with authorised third parties using SFX (see 7.14.4).

Member and scheme data is appropriately stored to ensure security and protection from unauthorised use

4. SAFEGUARDING ASSETS

4.04.1 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.03.1.

4.04.2 – For a sample of client email folders, it was 

confirmed, through observation, that at least one member 

of staff had been assigned to the client folder, to ensure 

it is periodically monitored. For a sample of email breach 

entries recorded in the feedback database, we confirmed 

that the problem had been identified and that an action 

had been recorded to minimise reoccurrence in all cases. 

No exceptions were noted.

4.04.1 – Passwords must meet minimum specified 

complexity requirements as documented on Barnett 

Waddingham’s intranet, or as otherwise instructed by the 

client.

4.04.2 – Shared client email folders are periodically 

monitored by staff involved with, and the Partner 

responsible for, the client. Breaches of email security 

policy which are identified as a result of monitoring are 

brought to the attention of Team Leaders and the individual 

concerned, either by email or verbally.
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All staff are expected to comply with data protection legislation. New employees are referred to the GDPR and Data 

Protection Act 2018 compliance policy held on Barnett Waddingham’s intranet as part of their induction. Team Leaders are 

able to informally monitor telephone conversations for data protection policy compliance in open plan offices.

Member and scheme data is appropriately stored to ensure security and protection from unauthorised use

4. SAFEGUARDING ASSETS

4.05.1 – This has been tested as part of another control. 

Please refer to the auditor response in control 6.05.2.

4.05.2 – This has been tested as part of another control. 

Please refer to the auditor response in control 4.06.

4.05.3 – This has been tested as part of another control. 

Please refer to the auditor response in control 3.01.1.

4.05.1 – Training for staff on GDPR and the Data Protection 

Act 2018 is described under another control objective.

4.05.2 – The majority of outgoing written communication 

is reviewed for completeness, accuracy, and adherence to 

data protection policy by another administrator who marks 

the file accordingly. Some short correspondence which 

has no figure work or content of substance, as determined 

by certain authorised administrators with the discretionary 

approval of their Team Leader, may be issued without 

review.

4.05.3 – Verifying the identity of telephone callers is 

described under another control objective.
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Administrators release information only to properly authorised third parties.

Member and scheme data is appropriately stored to ensure security and protection from unauthorised use

4. SAFEGUARDING ASSETS

4.06 – A sample of third party information requests were 

selected and the necessary authority from the client or 

member was obtained and reviewed to confirm it had 

been received prior to the information being released. 

For each sample, evidence was obtained to confirm each 

outgoing communication was subject to independent 

review and approval. No exceptions were noted.

4.06 – The administrator checks that the necessary 

authority has been received from the client or member, 

that the third party is properly authorised, or that the 

disclosure is exempt under the GDPR or Schedules 2-4 of 

the DPA 2018, before releasing information to third parties. 

Outgoing communications are reviewed, and approval 

recorded on the file by another administrator who checks 

that the appropriate authority has been received.
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Disaster recovery and data backup procedures are in place to minimise the impact of threats on client work and data 

storage.

Member and scheme data is appropriately stored to ensure security and protection from unauthorised use

4. SAFEGUARDING ASSETS

4.07 – This has been tested as part of another control. 

Please refer to the auditor response in control 4.02.2 and 

section 7.

4.07 – Archived working papers are stored off-site in 

accordance with the control described in 4.02.2. Details 

of software backup and disaster recovery controls are 

provided in section 7.
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Sight of official documents (certificates, passports, driving licences) is required prior to benefit payments being made.

Member and scheme data is appropriately stored to ensure security and protection from unauthorised use

4. SAFEGUARDING ASSETS

4.08 – For a sample of benefit payments, it was confirmed 

that the relevant forms of identification had been received 

and reviewed prior to payments being made. All original 

documentation was returned within 24 hours of review, 

however, in one case, original documents were not 

returned on the same day as review in line with guidelines 

held on the intranet, nor was this recorded on the feedback 

database, detailing the delay in returning the original 

documents. Therefore an exception was noted.

Barnett Waddingham comment: This incident occurred 

very early in the audit year just after our procedure 

changed to include an entry to the feedback database. 

Recommendations have been made to amend this control 

to a monitoring control from a transactional control since 

it has never been possible to guarantee documents will 

be returned within 24 hours due to the large volumes of 

certificates received and the number of factors that can 

result in a certificate not being returned within the specified 

timescale.

4.08 – Normally original documents are sought. Where 

copies are provided they must be certified by someone of 

appropriate standing (specification guidelines for which 

are held on Barnett Waddingham’s intranet). Original 

documents are returned in accordance with the guidelines 

held on the intranet. Normally Royal Mail Signed ForTM or 

Special Delivery GuaranteedTM services are used according 

to the items being transported.
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Each scheme has a separate bank account, except those with a segregated account within Barnett Waddingham’s 

statutory trust pooled accounts arrangement. New scheme bank accounts are opened only by authorised personnel of 

the client. Barnett Waddingham assists with the completion of application forms when requested to do so by the client, 

and provides a list of Barnett Waddingham signatories for authorisation by the client under the terms of the mandate to be 

put in place. Barnett Waddingham staff do not seek authorisation powers to open accounts on clients’ behalf and are not 

party to the account designation.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.09 – For a sample of new segregated pooled account 

records, evidence was obtained to confirm the creation of 

a new segregated pooled account having been set up by 

a Lower tier or a Higher tier authoriser and authorisation 

from a gatekeeper has been obtained to confirm 

appropriate authorisation has been signed and received 

from the client. No exceptions were noted.

4.09 – Creation of a new segregated pooled account 

record is required by the CCM Browser to be carried out by 

an authoriser and the system also requires authorisation by 

a Gatekeeper who checks that appropriate authorisation 

has been signed and received from the client.
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For clients using their own bank account facility, authorised signatory lists are maintained for each client, and signing limits 

agreed with the client. Administrators process all payment requests in accordance with the agreed signing limits.

Where cash handling services are provided through Barnett Waddingham’s pooled accounts facility, the relevant payment 

transaction inputs to the CCM Browser are generated automatically by Cashstream. The transaction authorisation process 

is then carried out in the CCM Browser.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.10.1 – This has been tested as part of another control. 

Please refer to the auditor response in control 2.10.1 and 

2.10.2.

4.10.2 – For a sample of amendments to the client 

signatory list within the period of review, evidence was 

obtained to confirm the amendment had been authorised 

in accordance with the terms of the mandate put in place 

by the client. No exceptions were noted.

4.10.1 – Payment authorisation controls are described in 

2.10.1 and 2.10.2.

4.10.2 – Amendments to the client signatory list 

are authorised by the client. Typically, two Barnett 

Waddingham upper tier signatories authorise amendments 

to the Barnett Waddingham signatory list, or as otherwise 

agreed by the client, in accordance with the terms of the 

mandate put in place by the client.
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New cheque books are checked upon receipt for evidence of tampering.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.11 – A sample of new cheque books was observed, and 

it was confirmed that they had each been subject to the 

review by the administrator to confirm all cheques were 

present and the envelope had not been tampered with. It 

was confirmed that cheque books were recorded in the 

log which is maintained by each office. No exceptions 

were noted.

4.11 – On receipt of a new cheque book, the administrator 

verifies that all cheques are present and that the envelope 

has not been tampered with. The administrator enters the 

details of the book in a log which is maintained by each 

office.
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Cheque books and other cash access devices are stored in secure safes or cabinets at each office which are locked every 

night. Knowledge of combinations is restricted to authorised staff in each office. For key lock safes and cabinets, where 

keys are not stored in a lockable cabinet, the keys are held by selected authorised staff. Smartcards for Bacs and pooled 

banking purposes are carried by authorised staff.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.12 – Through onsite observation and discussions with 

management, it was confirmed that staff with authority to 

access safes and hold keys were appropriately authorised. 

It was also confirmed that safe codes had been changed 

in the past six months at all sites, however at three sites the 

code had not been changed within the six month period. 

Therefore an exception was noted.

Barnett Waddingham comment: A recommendation 

has been made to centralise the responsibility for these 

changes so that there are safeguards for unexpected 

absences and differing responsibilities or practices in 

each office.

4.12 – Local managers determine which staff to authorise 

for safe or cabinet access and, for key lock safes and 

cabinets, distribute the keys accordingly. For combination 

safes, the local manager maintains records of authorised 

staff. Combination numbers are routinely changed at least 

every six months.
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Processing of electronic payments via the Bacs bureau facility is carried out by authorised staff only.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.13 – Access to the Bacs processing system has been 

tested as part of controls 7.10.1 and 7.10.2. A sample of 

Bacs transmission reports were obtained and reviewed to 

confirm that each report included evidence with respect to 

the creator and submitter and the report had been retained 

on file. No exceptions were noted.

4.13 – Access to the Bacs processing system is limited 

to selected staff authorised by a Partner, and is password 

protected by network logon, access smartcard and 

PIN security (see 7.10.1 and 7.10.2). Bacs submission 

summary reports, including a record of the creator and 

submitter access card IDs, are retained on the Bacs 

processing system.
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All Barnett Waddingham personnel have been screened using Disclosure and Barring Service (DBS) checks (formerly 

known as Criminal Records Bureau (CRB) checks). New employees are screened prior to joining Barnett Waddingham. 

DBS checks are carried out in accordance with the Code of Practice established by the DBS under section 122 of the 

Police Act 1997.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.14.1 – A sample of new starters was selected, and the 

DBS check number requested to confirm DBS reports had 

been run for each employee. No exceptions were noted.

4.14.2 – Sample testing did not identify any events where 

the existence of a criminal record was identified, however, 

management confirmed the control design remains 

appropriate. No exceptions were noted.

4.14.1 – DBS reports for staff are reviewed for the existence 

or otherwise of criminal records by the head of the HR 

department (or, for Partners, by the Chief Operating 

Officer). The DBS report reference number is retained 

by the HR department, but the report is destroyed on 

completion of the review in accordance with the DBS 

Code of Practice.

4.14.2 – In the event of the existence of a criminal record 

being revealed by a DBS check, the circumstances are 

reviewed by a Partner who determines the appropriate 

course of action.
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Cheque receipts are logged on Cashstream by the administrator and the cheque forwarded to the bank for paying in by 

the end of the following working day.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.15 – This has been tested as part of another control. 

Please refer to the auditor response in control 3.11.1 and 

3.11.2.

4.15 – Reconciliation of accounting system entries 

against bank receipts is carried out by the administrator at 

appropriate intervals (see 3.11.1 and 3.11.2).
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Bank accounts are reconciled against Cashstream records at the appropriate frequency. For clients using their own bank 

accounts, the receipt of a bank statement is logged onto Taskstream by the administrator and the statement reconciled 

against Cashstream records. Taskstream is reviewed by the Team Leader to monitor progress and completion against 

agreed service levels.

Where cash handling services are provided through Barnett Waddingham’s pooled accounts facility the account is 

reconciled on a daily basis.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.16 – This has been tested as part of another control. 

Please refer to the auditor response in control 3.11.1 and 

3.11.2.

4.16 – The reconciliation controls are described in 3.11.1 

and 3.11.2.
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Documentary evidence is obtained before paying retirement benefits, death benefits and transfers. Evidence requirements 

for each process are identified on the checklist completed by the administrator for the task in question (e.g. retirement, 

death, transfer out). Where required, trustee and company consent is obtained by the administrator prior to payment.

Additional due diligence checks are carried out on receipt of a request for a transfer value payment.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.17.1 – For a sample of payment requests, evidence was 

reviewed to confirm each request had been subject to 

review by an independent administrator, to confirm validity. 

No exceptions were noted.

4.17.2 – For the same sample as selected in 4.17.1, 

evidence of the series of risk-based checks was confirmed 

as recorded on the checklist. No suspicious cases requiring 

escalation were identified during our testing. No exceptions 

were noted.

4.17.1 – Documentary evidence supporting all payment 

requests is reviewed for validity by another administrator, 

which is recorded on the file. Barnett Waddingham 

authorisers will not authorise payment requests without a 

documented review check.

4.17.2 – The administrator carries out a series of risk-based 

checks which are recorded on the checklist. If appropriate, 

suspicious cases are escalated to the technical team for 

further investigation.



Page 74 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES
CONTROLS

Process

Control Auditor testing

Evidence of continued entitlement checks for pensioners are performed by administrators to ensure recipients are still 

eligible for benefit payments. Timescales before action is taken to suspend payments are agreed with the client. Where 

evidence of continued entitlement has not been received from a pensioner, the administrator refers to the client to agree 

the appropriate action which may range from further enquiries to suspension of payments, depending on circumstances 

and client wishes.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.18.1 – For a sample of clients, evidence of the 

administrator validating the entitlement of members to 

continued benefit payment was obtained. No exceptions 

were noted.

4.18.2 – For a sample of child’s pension that was subject 

to educational status, evidence of continued entitlement 

had been sought by the administrator annually from the 

child, their parent/guardian or the educational body. No 

exceptions were noted.

4.18.3 – For the same sample as 4.18.1, evidence was 

obtained to confirm client consent had been obtained, 

prior to suspending any payments. No exceptions were 

noted.

4.18.1 – On a frequency agreed with the client, the 

administrators validate the entitlement of members to 

continued benefit payments. Methodologies may include 

the use of third party data cleansing services, letter mailings 

or third-party tracing services.

4.18.2 – Where a child’s pension is subject to educational 

status, evidence of continued entitlement is sought by the 

administrator annually from the child or their parent or 

guardian and the educational body.

4.18.3 – The administrator obtains client consent before 

suspending payments (see 4.19).
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On receipt of a pension payslip or other pensioner correspondence returned undelivered by the post office, the 

administrator assesses the individual circumstances to determine the appropriate action and timescale. Traces may 

be attempted via the Department for Work and Pensions, third party tracing services and the pensioner’s bank. During 

the investigative process carried out by the administrator, and in timescales appropriate to the circumstances, the 

administrator will obtain instruction from the client regarding the possible suspension of payments until the pensioner can 

be traced.

If a Bacs pension payment is returned unpaid, or a child fails to provide adequate evidence of educational status, further 

payments may be suspended without prior reference to the trustees. The administrator will then take appropriate steps to 

investigate the pensioner’s status, in line with the principles set out above.

Cash is safeguarded and payments are suitably authorised and controlled

4. SAFEGUARDING ASSETS

4.19 – For a sample of payroll member suspensions, 

evidence was obtained and reviewed to confirm the 

suspension had been processed within Penstream by 

an administrator and was subject to validity checks 

and existence of consent by an independent second 

administrator, prior to the change being applied. Through 

observation of the Penstream system, it was verified that 

the system does not allow a single administrator to apply 

the change directly. No exceptions were noted.

4.19 – The suspension of a payroll member is processed 

by a first administrator and input to Penstream. A second 

administrator checks the validity of the suspension, and the 

existence of consent (where needed), before applying the 

change to the system. The system does not allow a single 

administrator to apply the change directly.
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For DB schemes, following a scheme’s anniversary date the administrator checks member contributions against the 

requirements of the schedule of contributions.

Contributions are received in accordance with scheme rules and relevant legislation

5. MONITORING COMPLIANCE

5.01 – For a sample of DB schemes, evidence of the 

administrators’ annual spot checks on individual member 

contributions was confirmed, along with evidence of the 

independent review. This evidence had been retained on 

the annual renewal records. No exceptions were noted. 

5.01 – For active schemes, the administrator spot checks 

individual member contributions annually for accuracy 

or reasonableness by comparison with the percentage of 

pensionable salary defined in the scheme rules and set 

out in the schedule of contributions. Contribution checks 

and evidence of their review are retained in the annual 

renewal records.
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For DC schemes the Penstream member record includes pensionable salary and contribution percentage data, from which 

the system can predict expected payments. The system generates exception reports of any contributions falling outside 

reasonable tolerance bands as part of the monthly contribution input process.

Contributions are received in accordance with scheme rules and relevant legislation

5. MONITORING COMPLIANCE

5.02 – For a sample of DC schemes, across a sample of 

months, evidence of administrator review of the exceptions 

generated during the monthly contribution input process 

was obtained and confirmed as completed. Where 

anomalies or errors were noted, these were resolved with 

the client, prior to the inputs being posted on Penstream. 

For each sample, evidence of the independent review had 

been retained on file. No exceptions were noted.

5.02 – The administrator reviews the exceptions generated 

during the monthly contribution input process and resolves 

any anomalies or errors with the client before posting the 

inputs on Penstream. The calculation inputs and tolerance 

exception checks are reviewed for reasonableness and the 

file is marked accordingly by another administrator.
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When a contribution payment notification is received from the client, the administrator logs details of the contribution 

receipt on Cashstream.

Where cash handling services are provided through Barnett Waddingham’s pooled accounts facility, the receipt is recorded 

on Cashstream which automatically creates an expectation entry in the CCM browser.

Contributions are received in accordance with scheme rules and relevant legislation

5. MONITORING COMPLIANCE

5.03.1 – This has been tested as part of another control. 

Please refer to the auditor response in control 2.10.2.

5.03.2 – This has been tested as part of another control. 

Please refer to the auditor response in control 3.11.1 and 

3.11.2.

5.03.1 – CCM browser expectation entries are authorised by 

the administrator which is recorded on the CCM browser.

5.03.2 – Reconciliation of accounting system entries 

against bank receipts is carried out by the administrator 

at appropriate intervals (see 3.11.1 and 3.11.2). Any 

inconsistencies between amounts received and amounts 

notified as paid are resolved with the client and, for DC 

schemes, the correct amount for investment is established.
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When contribution payment notifications are received, the administrator records the date on which they are received in a 

contribution monitoring file. Confirmation of whether contributions have been received within the statutory timescales is 

included in the administration report prepared for the trustees at intervals agreed with the client.

Contributions are received in accordance with scheme rules and relevant legislation

5. MONITORING COMPLIANCE

5.04 – This has been tested as part of another control. 

Please refer to the auditor response in control 2.01.1.

5.04 – The contribution monitoring file for all schemes 

in each office is reviewed monthly by an appointed 

person, under the supervision of Team Leaders, and any 

late contributions are reported by the administrator to 

the Partner responsible for the client, or their delegate. 

The Partner, or their delegate, considers whether the late 

payment of contributions should be drawn to the client’s 

immediate attention in line with TPR’s whistleblowing 

guidance.
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On setup, a service level agreement is included as part of an Administration Agreement with the client (where the client 

has so requested). Taskstream worktypes are coded by Taskstream Administrators with the agreed service levels for tasks. 

The administrator logs all tasks and enquiries daily onto Taskstream which allocates a turnaround time specific to the 

scheme’s agreed service level agreement. Service levels are reported as part of the administration report where the client 

so requests.

Team Leaders review current work in progress on Taskstream on at least a weekly basis and are responsible for agreeing 

any prioritisation of ad hoc tasks with clients.

Services provided to pension schemes are in line with service level agreements

5. MONITORING COMPLIANCE

5.05.1 – Through discussion with management and 

observation of the Taskstream system, it was confirmed 

that Taskstream Administrators only have access to create 

or amend Taskstream Worktype coded service levels. No 

exceptions were noted.

5.05.2 – For a sample of clients, the administration reports 

were obtained, alongside evidence of sign off and review 

of the report by a second independent administrator, prior 

to being issued to the client. No exceptions were noted.

5.05.1 – Only Taskstream Administrators have system 

access to create or amend Taskstream worktype coded 

service levels. 

5.05.2 – Administration reports are reviewed and signed 

off by another administrator to verify appropriate content 

and presentation for the client profile before being issued 

to the client.
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Feedback from clients and members, both positive and negative, including transaction errors is recorded on a centralised Administration 

Feedback database on the Intranet. Incidents identified internally, including transaction errors are also reported by the administrator to the 

Team Leader as soon as they are discovered and recorded on the Administration Feedback database. Remedial action is agreed between 

the Partner, Team Leader and administrator to address the incident (in consultation with the client if appropriate). Feedback is reviewed by 

the PAPG.

New additions to the Administration Feedback database are automatically notified by email to the Partner responsible for the client, and an 

entry created on the Compliance team’s database for consideration. Barnett Waddingham’s response to formal complaints is coordinated 

by the Compliance team, and is processed in accordance with regulatory and statutory obligations under the Compliance team’s 

supervision. Other incidents are managed locally, with monitoring by the Compliance team where appropriate.

Root cause analysis is carried out on all incidents by a team of representatives from the PAPG.

Transaction errors are rectified promptly and clients treated fairly

5. MONITORING COMPLIANCE

5.06.1 – A sample of incidents were selected and evidence 

of notification to the incident review team was obtained. 

For each incident it was confirmed the incident team had 

carried out a risk and impact assessment as appropriate 

and instigated changes to procedures or reminders to staff, 

where deemed necessary. Final outcomes were retained 

on file. No exceptions were noted.

5.06.2 – Evidence of the PAPG meeting minutes for two 

quarters was obtained to confirm the PAPG’s reviews of the 

incident report statistics and feedback from the incident 

review team. No exceptions were noted.

5.06.3 – Review of quarterly reporting for PAB confirmed 

that incidents are reported in quarterly reports. No 

exceptions were noted.

5.06.1 – The incident review team, under the supervision 

of two Partners, receive a copy of the email notification 

in order that they may consider the causes and effects 

of incidents, carry out risk and impact assessments as 

appropriate and instigate changes to procedures when 

determined to be necessary.

5.06.2 – The PAPG carries out reviews of incident report 

statistics and feedback from the incident review team. 

PAPG reviews are noted in the minutes of the PAPG 

meetings which are held every four months.

5.06.3 – On receipt of a new incident report, the 

Compliance team review the circumstances of the case 

and determine if it is to be dealt with as a formal complaint. 

Records of correspondence and actions taken on formal 

complaints are maintained by the Compliance team. 

Monthly reports are submitted to a Partner nominated 

to oversee complaint handling, and quarterly complaint 

management reports are provided by the Compliance 

team to the PRCC. Copies of all reports and their issue are 

retained by the Compliance team.
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When the Partner or Team Leader responsible for the client consider appropriate remedial action following an incident, they 

have due regard for the impact (if any) on the client. The consequences of the incident are reviewed and a report is made 

to the client when considered appropriate. Compensatory terms may be agreed with the client if considered necessary, 

subject to any regulatory or legal issues which may be raised by the Compliance team.

Transaction errors are rectified promptly and clients treated fairly

5. MONITORING COMPLIANCE

5.07 – A sample of incidents, where compensation has 

been paid to the client, were selected. Evidence was 

obtained and reviewed to confirm the settlement payment 

was subject to review and approval by the relevant Partner. 

No exceptions were noted.

5.07 – A Partner or Associate reviews the circumstances 

resulting in an error, determines an appropriate level of 

compensation (if necessary) and agrees this with the client. 

Settlement of compensation is arranged by, or under 

the supervision of, the Partner e.g. by adjustment to fee 

invoices, payment from Barnett Waddingham company 

account.



Page 83 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES
CONTROLS

Process

Control Auditor testing

Administration reporting requirements are agreed between the client, the Partner responsible for the client, and where 

appropriate the Team Leader. Administration reports are prepared by the administrator at a frequency agreed with the 

client, and in accordance with a pro forma agreed with the client. Administration reports include notification of late tasks or 

additional information regarding service levels achieved, as required by the client.

Periodic reports to participants and scheme sponsors are accurate and complete and provided within 

required timescales

6. REPORTING TO CLIENTS

6.01 – This has been tested as part of another control. 

Please refer to the auditor response in control 5.05.2.

6.01 – Administration reports are reviewed for 

completeness and accuracy, in consideration of the pro 

forma agreed with the client, and the review marked on 

file by the reviewer prior to being issued to the client. 

See 5.05.2.
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Annual benefit statements, where required by statutory regulations or by the client, are prepared by the administrator in 

accordance with the requirements of the client and issued in line with applicable statutory requirements. The task is logged 

on to Taskstream by the administrator on receipt of validated data from the client. Progress and completion of the task 

on Taskstream is monitored against agreed service levels and statutory timescale requirements under the supervision of 

Team Leaders. Statement formats are customised to the client’s requirements, but some components for DC schemes are 

imported from generic system standard documentation. Any modification to the generic system documentation is agreed 

with, and implemented by, system report editors who are senior members of the administration teams. The editing of 

system standard documentation requires System Setup User access permissions.

Periodic reports to participants and scheme sponsors are accurate and complete and provided within 

required timescales

6. REPORTING TO CLIENTS

6.02.1 – A sample of clients were selected, and the annual 

benefit statement obtained. It was confirmed that each 

benefit statement had been subject to independent 

review prior to production and the file had been marked 

accordingly. Evidence of spot checks being completed had 

not been retained for two clients within the sample. No 

exceptions were noted.

6.02.2 – This has been tested as part of another control. 

Please refer to the auditor response in control 6.04.2.

6.02.3 – This has been tested as part of another control. 

Please refer to the auditor response in control 7.09.

6.02.1 – The preparation of benefit statements, including 

spot checks of system calculations for reasonableness or 

accuracy, is reviewed by a second administrator prior to 

production and the file marked accordingly. If requested, 

the client also reviews the benefit statement format and 

content prior to issue.

6.02.2 – Modifications to standard documentation are 

described under another control objective.

6.02.3 – System access permissions are described under 

another control objective.
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At the end of each scheme year, as required, a timetable for completion and audit of the accounts is agreed between 

the administrator and auditor. The task is logged onto Taskstream by the administrator. Progress of work on the report 

and accounts is monitored on Taskstream against agreed service levels and statutory timescale requirements, under the 

supervision of the Team Leader. The report and accounts are prepared by the administrator and completed and signed off 

by the client’s appointed auditor within the statutory seven month limit.

Annual reports and accounts are prepared in accordance with applicable law and regulations

6. REPORTING TO CLIENTS

6.03.1 – For a sample of clients, sample of accounts were 

inspected, evidencing preparation within seven months. 

There was no instance of accounts not completed within 

seven months in our sample. No exceptions were noted.

6.03.2 – For a sample of clients, the draft report and 

accounts, along with evidence of independent review prior 

to file submission to the client’s appointed auditor was 

obtained. No exceptions were noted.

6.03.1 – Breaches of the statutory seven month 

deadline are reported by the administrator to the Partner 

responsible for the client, or their delegate. The Partner, 

or their delegate, considers whether the late payment of 

contributions should be drawn to the client’s immediate 

attention in line with TPR’s whistleblowing guidance. 

See 6.06.

6.03.2 – The draft report and accounts are reviewed 

by another administrator for completeness against the 

requirements of the Statement of Recommended Practice 

(SORP) accounting standards, and accuracy of numerical 

contents, which is recorded on file before submission to 

the client’s appointed auditor.
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A standard report and accounts template, compliant with the requirements of the SORP, is maintained for use with all 

clients. Accounts documents for all clients are prepared using this template as a base, or as otherwise agreed with the 

client and their appointed auditor.

Standard documentation is stored in a restricted access area of the intranet to which most administrators have read-

only access. Permission to edit standard documentation is restricted by system permission settings to authorised 

representatives.

Annual reports and accounts are prepared in accordance with applicable law and regulations

6. REPORTING TO CLIENTS

6.04.1 – The standard generic template has not been 

updated since January 2016 and, therefore, testing of 

changes to the template within the period of review could 

not be conducted. Through discussion with management 

it was confirmed that the control design remains as 

described. No exceptions were noted.

6.04.2 – A sample of changes to standard documentation 

were selected and evidence of peer review obtained. The 

Tick-IT system was observed to confirm the reviewer had 

recorded their approval within the system. No exceptions 

were noted.

6.04.3 – Through system observation and a review of the 

current editing user group, it was confirmed that the ability 

to add or remove users from the editing group is restricted. 

No exceptions were noted.

6.04.1 – The standard generic template provided for use 

with all clients is reviewed against changes in the SORP 

when they occur, and feedback received from auditors on 

an ongoing basis. Modifications to the standard template 

are carried out by authorised representatives under the 

guidance of administrators with specialist knowledge and 

skills in relation to pension scheme accounting techniques.

6.04.2 – Changes to standard documents and Procedural 

Guidance notes by authorised representatives and other 

selected staff are reviewed for technical and structural 

accuracy. The reviewer records their approval in the 

Procedural Help branch of the Tick-IT system or in other 

change management documentation.

6.04.3 – The ability to add or remove users from the 

editing group is restricted by system permission settings to 

authorised users.
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The Core Compliance Manual and associated procedural guides (e.g. Whistleblowing, Money Laundering) are held on 

Barnett Waddingham’s intranet. The Whistleblowing manual includes guidance regarding possible reportable breaches 

and administrators’ obligations regarding the reporting thereof.

All new employees are referred to the Core Compliance manual and receive training on compliance, data protection 

and money laundering as part of their induction. Some of the modules require the employees to demonstrate their 

understanding by completing a multiple choice test.

All employees receive biennial refresher training on money laundering regulations, including reporting obligations and 

procedures and are required to pass a test as evidence that they understand the training received.

Regulatory reports are made if necessary

6. REPORTING TO CLIENTS

6.05.1 – A sample of two quarters were selected and 

the PRCC quarterly report and minutes obtained. It was 

confirmed the compliance manuals had been subject to 

at least an annual review by the Compliance Manager. No 

exceptions were noted.

6.05.2 – For a sample of new starters, evidence of the 

employees, completion of annual compliance training 

including compliance, data protection and money 

laundering was obtained, confirming test results are 

electronically retained. Through discussion it was 

confirmed that the Compliance team review and monitor 

these results. Based on testing, there were no instances 

of an employee failing a second test and, therefore, whilst 

testing could not be completed, management confirmed 

the control design remains as described. No exceptions 

were noted.

6.05.1 – The Compliance manuals are updated when 

required as a result of changes in Barnett Waddingham’s 

policy or regulatory compliance requirements, and 

reviewed at least annually by the Compliance Manager for 

continued validity. Completion of the review is reported to 

the other members of PRCC by the Compliance Manager 

as part of the quarterly report which is reviewed at a PRCC 

meeting and minuted accordingly.

6.05.2 – Test results are retained electronically on the 

network and reviewed by members of the Compliance 

team. If an employee fails a second test on data protection 

or money laundering, the Compliance team arranges for 

one to one training to take place until the employee is able 

to pass the test.
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The Partner responsible for the client, their delegate or the Scheme Actuary maintains a file of all breach reports received. 
Reports are retained on file after they have been considered for possible reporting.

Regulatory reports are made if necessary

6. REPORTING TO CLIENTS

6.06 – A sample of breach reports were inspected for 

review by the Partner or their delegate. No exceptions were 

noted.

6.06 – Breach reports are reviewed by the Partner 

responsible for the client, their delegate or the Scheme 

Actuary. Decisions taken as to whether a report of the 

incident should be made, in accordance with the principles 

of the traffic light framework put in place by TPR. Copies 

of reports are retained by the Partner, or their delegate, 

to facilitate further review if an accumulation of incidents 

becomes evident.
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Code of Practice 02 issued by TPR outlines a number of designated notifiable events which must be reported. The 
checklists covering processes which are potentially subject to regulatory reporting include reminders to the administrator/
reviewer to consider reporting requirements during processing. When the administrator processes a transaction potentially 
subject to notification requirements, they liaise with the Partner responsible for the client as necessary and arrange for a 
notification to be submitted to TPR on behalf of the client where appropriate.

Regulatory reports are made if necessary

6. REPORTING TO CLIENTS

6.07 – For a sample of notifiable events, the notifiable 

event reporting form was obtained, and it was confirmed 

they had been subject to review. No exceptions noted.

6.07– The Partner responsible for the client, or 

their actuarial assistant as appropriate, reviews the 

circumstances of the transaction in conjunction with the 

administrator in order to determine whether it constitutes 

a notifiable event and who should make the report. 

Notifiable event reporting forms, where prepared in the 

pension administration business area, are reviewed by 

an experienced administrator and/or the Partner prior to 

submission to TPR and a copy is retained on file.
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Barnett Waddingham buildings are accessible using an electronic card and/or a key. Access levels vary depending on the 

type of user, their function and geographical location.

While cards are issued to anyone coming into our premises, keys are allocated to staff that require them. Electronic cards 

and keys are retrieved from staff who leave the firm and cards are deactivated.

All visitors must register their presence with local reception.

Staff, visitors and contractors are required to wear a visible pass for the duration of their presence on site.

Physical access to computer networks, equipment, storage media and program documentation is 

restricted to authorised individuals

7. INFORMATION TECHNOLOGY

7.01.1 – For a sample of new starters, it was confirmed that 

new cards issued followed the standard joiner’s process. 

No exceptions were noted.

7.01.2 – The audit log, for those offices where keys are 

used, was physically verified to confirm existence. Further 

testing identified that the log is being maintained on a 

timely basis. No exceptions were noted.

7.01.3 – For a sample of leavers, it was confirmed that 

cards/keys are retrieved on a timely basis and in line with 

the leaver’s process. No exceptions were noted.

7.01.4 – The visitors’ log was obtained and reviewed 

confirming ongoing update and review by each local 

facilities team. No exceptions were noted.

7.01.5 – Walk-though testing was conducted confirming 

that the process for the activation of contractor and 

temporary staff passes is requested by facilities and 

approved by IT. The Tick-IT system was reviewed to verify 

control operation. No exceptions were noted.

7.01.1 – Cards for new starters are created following our 

standard joiners process.

7.01.2 – A log of keyholders is maintained by offices where 

keys are used.

7.01.3 – Cards and keys are retrieved by following our 

leaver’s process.

7.01.4 – The visitors log is administered by each local 

facilities team.

7.01.5 – Activation of contractor and temporary staff 

passes is requested by facilities and approved by IT.



Page 91 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES
CONTROLS

Process

Control Auditor testing

Network devices located in secure rooms. Access to secure rooms is restricted to IT staff and certain other authorised staff.

Physical access to computer networks, equipment, storage media and program documentation is 

restricted to authorised individuals

7. INFORMATION TECHNOLOGY

7.02 – Network administrator access was verified by 

observation of the access lists. Sample testing confirmed 

that non-network administrator access needs to be 

formally requested and authorised via the Tick-IT system. 

No exceptions were noted.

7.02 – Network Administrators have permanent access to 

the IT zones in their designated offices. All other access to 

IT zones requires the authorisation which is obtained and 

recorded via Tick-IT.
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Network access is restricted to authorised personnel only.

Network access is provided through Ethernet cable or a wireless access service.

Logical access to computer systems, programs, master data, transaction data and parameters, including 
access by administrators to applications, databases, systems and networks, is restricted to authorised 
individuals via information security tools and techniques

7. INFORMATION TECHNOLOGY

7.03.1 – Active Directory logical access configurations 

were reviewed and password complexity requirements 

were confirmed at the domain level, confirming logins are 

unique and restricted. No exceptions were noted.

7.03.2 – Through discussion with management and review 

of a sample of computers, it was confirmed encryption 

configurations were applied to each computer. No 

exceptions were noted.

7.03.3 – Network wireless access digital security certificate 

configurations were reviewed, confirming access to the 

network via the wireless access service is restricted. No 

exceptions were noted.

7.03.1 – Logons are unique and passwords are restricted by 

minimum complexity requirements. Access rights depend 

on the type of work individuals are required to perform.

7.03.2 – All computers require an additional encryption pass 

code to be entered before a user may log on to the device.

7.03.3 – Access to the network via the wireless access 

service is restricted to devices carrying the required digital 

security certificate. Temporary guest wireless internet 

access can be granted for uncertified devices but this does 

not provide access to the network.
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Access to all networked software needs signing onto the network with logon and password. Some applications may 

require additional password/PIN security.

Browser based software provided by third party suppliers utilises extra security measures, to prevent unauthorised access.

Logical access to computer systems, programs, master data, transaction data and parameters, including 
access by administrators to applications, databases, systems and networks, is restricted to authorised 
individuals via information security tools and techniques

7. INFORMATION TECHNOLOGY

7.04.1 – For a sample of new accounts, it was confirmed 

they were created by following the formal joiner’s process. 

In addition, integrity (consistency) checks were confirmed 

to be performed on user accounts with a supporting 

exception escalation process. No exceptions were noted.

7.04.2 – Sample testing confirmed that Bacs PINs and 

STP System Administrators privileges are issued following 

a standardised procedure with a supporting request and 

authorisation process. No exceptions were noted.

7.04.3 – The STP procedure log was reviewed to confirm 

access controls. STP requires a security certificate to be 

installed and also an authorised IP address. No exceptions 

were noted.

7.04.4 – Controls evaluation and testing identified that the 

CCM browser is used for payments from the client’s pooled 

banking account. The CCM account is only accessible 

internally to the client’s network. Each client has their 

own section of the website. Access is enforced through 

permissions to the intranet, based on active directory 

groups. A username and password is required to access the 

web application. No exceptions were noted.

7.04.1 – New accounts are created by following the 

joiner’s process. Periodic integrity checks are performed 

on user accounts and any actions taken on exceptions are 

documented.

7.04.2 – Bacs PINs and STP System Administrator’s 

privileges are issued following a standardised procedure.

7.04.3 – Access to STP by the service provider gateway is 

controlled.

7.04.4 – CCM Browser users are authorised in a multi 

layered approval modality.
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Some components of Penstream can be accessed by clients (e.g. trustees and human resources personnel) and members 

via the internet over HTTPS secure channels.

New account creation is handled manually following receipt of client and client manager agreement. Accounts are unique 

to each person.

Logical access to computer systems, programs, master data, transaction data and parameters, including 
access by administrators to applications, databases, systems and networks, is restricted to authorised 
individuals via information security tools and techniques

7. INFORMATION TECHNOLOGY

7.05.1 – Controls verification confirmed that two factor 

password restrictions and failed log-in controls are in place 

and operational. No exceptions were noted.

7.05.2 – The account creation procedure was assessed 

by observation and verified for existence and scope. No 

exceptions were noted.

7.05.1 – Each account has two factor password restrictions 

and lock outs are in place after successive failed login 

attempts.

7.05.2 – Standard procedure is followed to grant members 

access to their records.
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Barnett Waddingham internet access application is independently security tested.

Logical access to computer systems, programs, master data, transaction data and parameters, including 
access by administrators to applications, databases, systems and networks, is restricted to authorised 
individuals via information security tools and techniques

7. INFORMATION TECHNOLOGY

7.06 – Security testing was confirmed to have been 

undertaken in calendar year 2018 as planned (i.e. in June). 

The ticket tool Taskstream shows that remediation actions 

were taken accordingly. No exceptions were noted.

7.06 – Internet access application security reports are 

reviewed and any identified shortcomings are rectified. 

Records evidencing action taken are retained.
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Measures are in place to protect unattended computers.

All laptop computers have encryption protection to prevent unauthorised access to data in the event of loss or theft.

Members of staff are required to familiarise themselves with Barnett Waddingham’s Laptop Policy and acknowledge that 

they have done so.

Logical access to computer systems, programs, master data, transaction data and parameters, including 
access by administrators to applications, databases, systems and networks, is restricted to authorised 
individuals via information security tools and techniques

7. INFORMATION TECHNOLOGY

7.07.1 – Controls evaluation and sample testing confirmed 

that a group policy exists for all end-users that includes 

password protected screensaver configurations (10 minute 

activation). In addition, PCs are locked down so that 

users cannot view or amend the screensaver options. No 

exceptions were noted.

7.07.2 – As part of the laptop issue process, sample testing 

confirmed that staff are required to acknowledge the 

laptop policy on-line. A log of acknowledgements is kept in 

Share-point. No exceptions were noted.

7.07.1 – Password protected screen savers run on all 

servers, desktop PCs and laptop computers after a defined 

period of inactivity.

7.07.2 – A log of users’ policy acknowledgements is 

retained by the IT department.
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Penstream is an information system, database, calculator and report/letter production tool only. Other administrative duties 
e.g. payments are handled outside the system (see 4.13 and 7.10.1 to 7.10.3) by authorised staff and in accordance with 
the processes and controls for those duties. Within the Penstream application, high risk modifications have inbuilt logical 
controls to segregate duties.

Segregation of incompatible duties is defined, implemented and enforced by logical security controls in 
accordance with job roles

7. INFORMATION TECHNOLOGY

7.08 – Through discussion with management, the 

separation of duties process was confirmed. By inspection 

of the Penstream security module, it was verified that the 

restrictive setting that enforces changes to bank account 

details have to be made by at least two accounts. No 

exceptions were noted.

7.08 – Modifications to bank account details, additions of 

new members to payrolls and suspension/unsuspension 

of payments are processed by the administrator and input 

to the system. The inputs are reviewed for accuracy by 

another administrator who then applies the change to the 

system.



Page 98 of 135

INTRODUCTION
REPORT 

STATISTICS
ABOUT US

PENSION  
ADMINISTRATION

CONTROL  
ENVIRONMENT

REPORT 
OF THE 

MEMBERS
CONTROLS

GLOSSARY 
AND 

APPENDICES
CONTROLS

Process

Control Auditor testing

User access within Penstream is restricted based on experience and business needs. Functionality restrictions are used to 
enhance security, reduce errors, and provide protection of personal data.

Segregation of incompatible duties is defined, implemented and enforced by logical security controls in 
accordance with job roles

7. INFORMATION TECHNOLOGY

7.09 – Through system configuration observation for 

the Penstream Security user account management, the 

separation of duties process was confirmed by assessment 

of related user profiles and observation. The Penstream 

security module was observed and inspection confirmed 

that only Penstream Security Users can access and amend 

user access permission. No exceptions were noted.

7.09 – Permissions for different users are authorised, 

allocated and maintained by Penstream Security Users. 

New Penstream Security Users are appointed and 

authorised by existing Penstream Security Users.
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Barnett Waddingham is an authorised Bacs bureau. Bacs processing software is held on a secure server with restricted 

access for authorised staff only. The PC from which Bacs software is configured with additional access hardware and 

security certificates. Access to the Bacs processing system software is limited to authorised staff and is protected by a 

combination of independent security layers.

Segregation of incompatible duties is defined, implemented and enforced by logical security controls in 
accordance with job roles

7. INFORMATION TECHNOLOGY

7.10.1 – A controls evaluation assessment confirmed that 

access to the restricted server from which the Bacs system 

software operates is controlled by the IT Committee. 

Testing confirmed that changes are recorded in the Tick-IT 

system.

7.10.2 – Through system configuration observation, the 

separation of duties process was confirmed by assessment 

of related user profiles and observation. Bacs processing 

was observed and requirement for smartcard and separate 

PIN was verified. Sample testing was also undertaken for 

smart card authorisation. No exceptions were noted.

7.10.3 – Controls evaluation confirmed that the Bacs 

system has an administrator role and role privileges linked 

to administrators granting the right to be a creator or 

sender. Audit logging was also verified. No exceptions 

were noted.

7.10.1 – Access to the restricted server from which 

Bacs system software operates is controlled by the IT 

Committee. Any changes are recorded in the Tick-IT 

system.

7.10.2 – Creators and authorisers require an access 

smartcard and accompanying PIN. Smartcard allocation is 

controlled. One smartcard and PIN is held by a Partner in a 

backup office to facilitate recovery in the event of failure in 

the primary Bacs office. With the exception of the Partner 

in the backup office, any other card user can either create 

or authorise Bacs submissions, not both.

7.10.3 – The ability to modify the permissions of a card 

holder on the Bacs system is segregated from the final user 

with the exception of the Partner in the backup office. All 

changes to Bacs user and account settings are recorded.
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PAYE taxation submissions are transmitted electronically to HMRC via the Government Gateway following GovTalk data 

transmission protocols. The Government Gateway returns the completion status for each report which is recorded in 

Penstream’s HMRC Gateway Manager.

IT processing is authorised and scheduled appropriately and exceptions are identified and resolved in a 
timely manner

7. INFORMATION TECHNOLOGY

7.11.1 – Through system configuration observation, system 

access configurations were evaluated and file release 

controls were verified in addition to logical access controls. 

Inspection of the Penstream security module identified that 

the ability to release submission files is restricted Payroll 

administrators. No exceptions were noted.

7.11.2 – Through system configuration observation, system 

access configurations were evaluated and monitoring 

controls were verified. By observation, the submission 

file checking and monitoring process was verified. It was 

confirmed that issues are automatically logged with Tick-IT. 

No exceptions were noted.

7.11.3 – Sample testing from the Tick-IT system was 

performed to confirm that submission failures are followed 

through to resolution. No exceptions were noted.

7.11.1 – The ability to release submission files is restricted to 

authorised staff. Access restrictions are logically enforced 

by the system and maintained by Penstream Security Users.

7.11.2 – The Payroll Administrator checks submission 

files daily and authorises their release to the Government 

Gateway. The Payroll Administrator monitors the 

completion status of all submissions and reports any 

failures to the relevant team.

7.11.3 – In the event of a communication failure between 

Penstream’s HMRC Gateway Manager and the Government 

Gateway, an error report is generated and submitted to the 

Tick-IT system. An investigation and resolution of any such 

reported failure is carried out and recorded in the Tick-IT 

system.
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HMRC’s Data Provisioning Service (DPS) is used for the receipt of electronic PAYE notifications.

IT processing is authorised and scheduled appropriately and exceptions are identified and resolved in a 
timely manner

7. INFORMATION TECHNOLOGY

7.12.1 – The automated error notification process was 

inspected (emails are sent notifying of success/failure). We 

confirmed that issues are logged within the Tick-IT system. 

No exceptions were noted.

7.12.2 – Through observation, the automated email 

process was confirmed. An outlook folder holds records 

of processing. The email headers were reviewed and 

evidence of completed downloads for the period sampled 

was noted. Details of the updates were confirmed to have 

been provided in the email. It was also confirmed that 

payroll checklists include a review of unprocessed notices. 

No exceptions were noted.

7.12.1 – In the event of a communication failure with the 

DPS system, an automated error report is generated by the 

system and submitted to the Tick-IT system for resolution.

7.12.2 – Successful automatically processed tax code 

change notices are confirmed by automated email. Notices 

that could not be processed automatically are reported 

for manual adjustment as required. As part of the regular 

payroll process, at a frequency agreed with the client, the 

administrator checks for unprocessed notices and records 

the check on the payroll checklist.
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Automated background server processes are monitored for continued operability.

IT processing is authorised and scheduled appropriately and exceptions are identified and resolved in a 
timely manner

7. INFORMATION TECHNOLOGY

7.13 – Through system configuration and process 

observation, it was confirmed that the gateway is 

monitored and that checking processes exist. No 

exceptions were noted.

7.13 – The server processes managing communications 

with the DPS and Government Gateway are continuously 

checked by network monitoring software. Errors are 

reported automatically for remediation action to take place.
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Outgoing member data transmitted by digital or electronic means is password protected. Files may be transferred via SFX 

or by the use of password protected and encrypted hard storage media.

Data transmissions between the service organisation and its counterparties are complete, accurate, timely 
and secure

7. INFORMATION TECHNOLOGY

7.14.1 – System configuration review confirmed that 

end point controls are in place for CD/DVD writing. This 

locks down the CD Rom and USB devices. No exceptions 

were noted.

7.14.2 – System configuration review confirmed that end 

point controls are in place for CD/DVD writing. This locks 

down the CD Rom and USB devices. No exceptions were 

noted.

7.14.3 – System observation confirmed encryption controls 

are in place. In addition, a folder of excel spreadsheets 

was observed and password protection confirmed. No 

exceptions were noted.

7.14.4 – System observation confirmed secure transfer 

controls are in place. Access was confirmed to be granted 

to BWebstream SFX (used for the sending/receiving of files). 

On logging in, it was noted that HTTPS was utilised. The 

certificate for BWebstream was also viewed and verified. 

No exceptions were noted.

7.14.1 – Use of CD/DVD media writing hardware is 

restricted by device control software and available only to 

authorised IT staff.

7.14.2 – Device control software is in place to prevent the 

use of any USB memory stick other than official Barnett 

Waddingham issued devices for authorised staff. 

7.14.3 – Before transmission by email, personal data is 

encrypted and password protected by the administrator in 

line with designated password standards.

7.14.4 – All transmissions of files through the SFX service 

are sent using HTTPS secure channels.
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Data in respect of PAYE taxation is transmitted to HMRC via the Government Gateway. Following submission, the 

completion status of each report is confirmed by the Government Gateway servers.

Data transmissions between the service organisation and its counterparties are complete, accurate, timely 
and secure

7. INFORMATION TECHNOLOGY

7.15.1 – System observation confirmed HTTPS secure 

channels are in place (the web service response from 

HMRC has source URL in the XML header “https://secure.

gateway.gov.uk”, for the PAYE transmission). No exceptions 

were noted.

7.15.2 – System and process observation confirmed the 

Payroll Administrator monitors the completion status of all 

submissions and reports any failures to the relevant team. 

No exceptions were noted.

7.15.3 – System and process observation confirmed error 

reporting is in place. No exceptions were noted.

7.15.1 – Electronic data transmissions are made over the 

internet using HTTPS secure channels.

7.15.2 – The Payroll Administrator monitors the completion 

status of all submissions and reports any failures to the 

relevant team. (see 7.11.2).

7.15.3 – In the event of a communication failure between 

Penstream’s HMRC Gateway Manager and the Government 

Gateway an error report is generated by the system and 

submitted to the Tick-IT system (see 7.11.3).
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HMRC tax code notifications are retrieved on a daily basis using a scheduled service.

Data transmissions between the service organisation and its counterparties are complete, accurate, timely 
and secure

7. INFORMATION TECHNOLOGY

7.16.1 – System observation confirmed HTTPS secure 

channels are in place (the web service response from 

HMRC has source URL in the XML header “https://secure.

gateway.gov.uk”, for the PAYE transmission). No exceptions 

were noted.

7.16.2 – System observation confirmed ID controls. A web 

service call is made to the DPS system. The XML response 

is saved as an audit trail. This file is named DPS_Status.xml. 

There is a sequential number in the relevant XML entities 

for all the schemes and also for the yearly P9 data. These 

high water marks are designed to allow the application 

to process new or missing data only. No exceptions were 

noted.

7.16.3 – Systems and process observation confirmed error 

reporting controls are in place. No exceptions were noted.

7.16.1 – Electronic data transmissions are made over the 

internet using HTTPS secure channels.

7.16.2 – HMRC’s DPS system supplies unique incremental 

data block IDs, the highest of which is noted in each 

retrieval exercise and used as the starting point for the next 

retrieval exercise to ensure all new records are present.

7.16.3 – In the event of a communication failure with the 

DPS system, an error report is generated by the system and 

submitted to the Tick-IT system (see 7.12.1).
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Automated background server processes are monitored for continued operability.

Data transmissions between the service organisation and its counterparties are complete, accurate, timely 
and secure

7. INFORMATION TECHNOLOGY

7.17 – DPS and gateway controls processes were 

confirmed by system and process observation. No 

exceptions were noted.

7.17 – The server processes managing communications 

with the DPS and Government Gateway are checked by 

network monitoring software (see 7.13).
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All incoming data is checked for known viruses prior to transmission or release to the network.

Appropriate measures are implemented to counter the threat from malicious electronic attack (e.g. 
firewalls, anti-virus)

7. INFORMATION TECHNOLOGY

7.18.1 – Email controls were confirmed by system 

observation and walk-though testing. No exceptions were 

noted.

7.18.2 – Email controls for known virus incidents were 

confirmed by system observation and walk-though testing. 

No exceptions were noted.

7.18.1 – Incoming emails are scanned by the service 

provider to identify potential threats. The intended recipient 

can authorise the release of emails by submitting a release 

request to Network Administrators through the Tick-IT 

system. In addition, any files opened via email are subject 

to on access scanning to identify potential threats.

7.18.2 – Emails containing known viruses are logged and 

destroyed by the email service provider.
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Network penetration testing is commissioned twice a year and carried out by external network security experts. Multiple 

service providers are used in order to obtain expanded test coverage.

Appropriate measures are implemented to counter the threat from malicious electronic attack (e.g. 
firewalls, anti-virus)

7. INFORMATION TECHNOLOGY

7.19 – The latest penetration test was obtained and action 

planning was confirmed to be in place. Testing confirmed 

that penetration testing results were included in the IT 

committee agenda with supporting follow up action 

planning. No exceptions were noted.

7.19 – The network penetration testing reports are 

reviewed and actions identified where required and logged. 

The reports are also reviewed by the IT Committee and 

noted in meeting minutes.
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Network hosted services are firewalled from external access.

Web filtering is used for internet access control.

Appropriate measures are implemented to counter the threat from malicious electronic attack (e.g. 
firewalls, anti-virus)

7. INFORMATION TECHNOLOGY

7.20.1 – System and process observation confirmed 

firewall change controls. Sample testing confirmed that 

changes are raised as a Request For Change (RFC), in line 

with the formal change management process. These 

are archived into Taskstream and authorised by the IT 

committee. No exceptions were noted.

7.20.2 – System observation confirmed change access 

controls are in place. No exceptions were noted.

7.20.1 – Changes to firewall configuration settings are 

recorded and authorised by a Partner or Associate on the 

IT Committee.

7.20.2 – Changes to accessibility can be made only by 

Network Administrators and require authorisation by a 

Partner or Associate on the IT Committee.
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The majority of removable media devices are disabled using device control software. Only those staff with a legitimate 

business need are granted controlled access rights to such peripheral devices.

Appropriate measures are implemented to counter the threat from malicious electronic attack (e.g. 
firewalls, anti-virus)

7. INFORMATION TECHNOLOGY

7.21.1 – Systems observation confirmed unlock code 

controls. End point protection software was verified which 

was confirmed to cover all end points. No exceptions were 

noted.

7.21.2 – Controls for permanent access privileges were 

verified through system observation. All such activity was 

confirmed to be collated into a document and reviewed 

monthly by a member of the IT Network Administrator 

team. No exceptions were noted.

7.21.1 – Generation of unlock codes to provide time limited 

access to removable media devices requires authorisation 

through the Tick-IT system by a Partner or Associate on the 

IT Committee or IT Team Leader.

7.21.2 – Permanent access privileges require authorisation 

through the Tick-IT system by a Partner or Associate on 

the IT Committee or IT Team Leader. Access privileges are 

reviewed periodically for continued suitability.
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Network devices including servers, routers and switches are located in secure rooms which include processes designed to 

support the Confidentiality, Integrity and Availability of data services.

The physical IT equipment is maintained in a controlled environment

7. INFORMATION TECHNOLOGY

7.22.1 – Evidence was obtained to confirm fire 

extinguishers serviced in accordance with the timing 

requirements of BS 5306-3:2009 for our period of review. 

No exceptions were noted.

7.22.2 – Access controls were confirmed by inspection of 

the access controls system. No exceptions were noted.

7.22.3 – UPS controls were confirmed by physical 

inspection and system observation. Alerting configurations 

were verified (responsibility of network administrators) 

and automated email configurations were verified by 

observation. No exceptions were noted.

7.22.4 – System observation confirmed temperature and 

moisture controls are in place. No exceptions were noted.

7.22.5 – System observation and testing of the Tick-IT 

systems confirmed that unusual audio activity monitoring 

is in place. No exceptions were noted.

7.22.1 – Fire extinguishers are serviced in accordance 

with the timing requirements of BS 5306-3:2009 (relating 

to the commissioning and maintenance of portable fire 

extinguishers) by external fire and safety firms who provide 

a documented record of the inspection.

7.22.2 – Access to secure rooms is restricted (see 7.02).

7.22.3 – UPS devices are linked to the network to report 

device status and power events. Network Administrators 

are alerted to critical UPS functionality incidents by the 

automated email system and/or by audible/visual alarm 

reports from local staff.

7.22.4 – Temperature and moisture readings outside 

specified thresholds as well as any detected water ingress 

are monitored by Network Administrators.

7.22.5 – At periodic intervals, a Network Administrator 

checks each secure room for unexpected audio activity. 

The Tick-IT system is used to schedule and record 

completion of the checks.
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There is a structured development cycle for Penstream. Ad hoc development requests and error reports from users are 

submitted via a branch of the Tick-IT system specifically reserved for Penstream development.

A release schedule identifies development features included in each Penstream release and those planned for future 

releases.

All changes to Penstream source code can be traced back to the Developer responsible.

Development and implementation of new systems, applications and software, and changes to existing 
systems, applications and software, are authorised, tested, approved and implemented

7. INFORMATION TECHNOLOGY

7.23.1 – Development work and release authorisation 

controls were verified by process observation and testing 

of the Tick-IT system. No exceptions were noted.

7.23.2 – System observation confirmed the existence of 

the development and test environment and that adequate 

separation exists. No exceptions were noted.

7.23.3 – System observation and walk through testing 

confirmed release and sign off process. No exceptions 

were noted.

7.23.4 – System observation confirmed changes to 

Penstream source code are recorded through a TFS Git pull 

request. All activity is recorded in TFS and enforces code 

review by a second developer prior to ability to promote 

code into production. No exceptions were noted.

7.23.1– All development work is authorised by the 

Project Manager, IT Partner, Project Planning Lead, or 

Development Team Leader. Work requirements, release 

schedules and authorisations are documented.

7.23.2 – Changes to Penstream are developed and tested 

independently of the live system. The development 

environment is contained on a separate network.

7.23.3 – A standard release procedure is followed for 

new code to go live. The Business Signoff is recorded in a 

checklist.

7.23.4 – All changes to Penstream source code are 

recorded through a TFS Git pull request. All activity is 

recorded in TFS and enforces code review by a second 

developer prior to addition to the development branch.
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IT development requests and error reports relating to in-house software other than Penstream are submitted by users and 

recorded using the Tick-IT system. Progress on software development, including other work instigated by the software 

development team, is recorded.

Network infrastructure maintenance and development is carried out by Network Administrators. Proactive changes, and 

responses to requested changes through the Tick-IT system, are recorded.

Development and implementation of new systems, applications and software, and changes to existing 
systems, applications and software, are authorised, tested, approved and implemented

7. INFORMATION TECHNOLOGY

7.24.1 – Development work and release authorisation 

controls were verified by process observation and testing 

of the Tick-IT system. No exceptions were noted.

7.24.2 – Change controls were verified by process 

observation and testing via the Tick-IT system linked to 

the IT Committee approval evidence. No exceptions were 

noted.

7.24.1 – Non-Penstream development requirements 

and individual database changes are allocated to the 

appropriate Developer by IT Team Leaders. New software 

and upgrades to existing software are tested prior to release 

into the live system, which requires the authorisation of 

a Partner or Associate on the IT Committee. Testing and 

approval records are maintained.

7.24.2 – Changes to network infrastructure require 

authorisation by a Partner or Associate on the IT 

Committee. Affected services are identified and 

recorded together with details of any testing checks and 

authorisation.
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Files containing documentation and notes relating to the migration of data to Penstream are maintained by the 

Implementation Specialist and Project Manager responsible for the client.

Data migration or modification is authorised, tested and, once performed, reconciled back to the source 
data

7. INFORMATION TECHNOLOGY

7.25 – Reconciliation controls were confirmed by 

observation and supporting walk through testing. No 

exceptions were noted.

7.25 – Reconciliation totals from previous data, where 

available, are compared with the Penstream data, and 

member records are spot-checked for consistency and 

logic. Any differences are investigated and resolved. Source 

data is retained indefinitely. The setup file includes a 

checklist logging the testing, data cleansing and collation of 

previous data, together with the setup steps and completion 

of import routines to Penstream (see 1.06.1 to 1.06.2).
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Backup servers operate in the Barnett Waddingham data centre. The servers are configured to backup a selection of data 

from the firm’s server estate. Incremental backups run daily to collect copies of new and updated data, which is held on 

third party backup servers, the contents of which are copied and uploaded to a co-managed cloud storage facility.

Data and systems are backed up regularly, retained offsite and regularly tested for recoverability

7. INFORMATION TECHNOLOGY

7.26.1 – Sample testing confirmed that backup service 

reports are received on a daily basis and reviewed. No 

exceptions were noted.

7.26.2 – Sample testing confirmed that restore testing is 

carried out on a monthly basis. No exceptions were noted.

7.26.3 – Data transmission security controls were verified 

by review of the transmission controls detailed by Actifio. 

No exceptions were noted.

7.26.4 – Testing confirmed that data back-ups are 

maintained for 31 days. No exceptions were noted.

7.26.5 – Annual full backups were confirmed by review of 

the 3rd party annual report. No exceptions were noted.

7.26.1 – Backup service reports are reviewed daily and 

results are kept on record.

7.26.2 – Integrity of the third party server backups is 

checked at least monthly by performing a restoration of 

sample data. The results are documented and any failures 

are investigated.

7.26.3 – Data transmissions between the backup servers 

and the cloud backup utility are carried out over a secure 

circuit. Backups are encrypted in transit.

7.26.4 – Backups on site are retained on third party servers 

for at least thirty days.

7.26.5 – Each year a full backup snapshot is taken and 

stored by the service provider, segregated from all other 

existing backups.
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All IT hardware and software issues are reported through a dedicated telephone helpdesk or via the Tick-IT system.

Networked hardware is monitored for connectivity.

Monitoring tools operate on servers with performance indicators and exceptions being reported.

IT hardware and software issues are monitored and resolved in a timely manner

7. INFORMATION TECHNOLOGY

7.27.1 – Tick-IT monitoring was confirmed by review of 

workflow reports. No exceptions were noted.

7.27.2 – The system for reviewing connectivity was verified 

by assessment of system procedure documentation and 

resulting system output evidence. No exceptions were 

noted.

7.27.3 – The system for assessing capacity was verified 

by assessment of system procedure documentation and 

resulting system output evidence. No exceptions were 

noted.

7.27.1 – The Tick-IT system is monitored by Network 

Administrators under the supervision of IT Team Leaders 

who are responsible for distributing and prioritising IT tasks 

in line with business needs.

7.27.2 – Networked hardware devices are interrogated on 

an ongoing basis for continued connectivity and responses 

monitored and acted upon by Network Administrators.

7.27.3 – Additional performance and/or capacity 

monitoring is put in place by Network Administrators 

where potential problems are identified by routine 

monitoring.
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The servers and services are provided through the data centre located within the firm’s office. A third party datacentre is 

used for recovery. In the event of the failure of a physical server, functionality is temporarily transferred to the alternative 

data centre or other physical servers. IT infrastructure and data centres facilitate the continuation of business operations 

from another location in the event of disaster at any individual office. Barnett Waddingham’s Bacs system is hosted by 

the Bacs provider and smart card readers have been distributed. The network support team maintains disaster recovery 

procedure documentation covering the different IT systems and their recovery processes.

A firm-wide business continuity plan is in place.

Business and information system recovery plans are documented, approved, tested and maintained

7. INFORMATION TECHNOLOGY

7.28.1 – The disaster recovery test simulation was verified 

by review of the simulation report and evidence of the IT 

committee review was obtained. No exception noted.

7.28.2 – Documentation observation confirmed that the 

business continuity plan has been approved by the PRCC 

and test results reviewed. No exceptions were noted.

7.28.1 – A disaster recovery simulation is carried out at 

least annually by Network Administrators. Outcomes for 

each disaster recovery simulation are documented and the 

results are reviewed by the IT Committee. Issues arising 

from a simulation are addressed. The IT disaster recovery 

documentation is maintained by Network Administrators 

under the supervision of the IT Partner.

7.28.2 – The business continuity plan is owned by PRCC. 

The plan is reviewed and tested at least annually to verify its 

continued suitability for Barnett Waddingham’s needs.
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Some IT services and activities are outsourced to third parties.

Outsourced activities are properly managed and monitored

7. INFORMATION TECHNOLOGY

7.29.1 – Service reports were confirmed by observation. 

The review process was confirmed by inspection of 

meeting minutes. No exceptions were noted.

7.29.2 – The maximum tolerance controls were verified by 

inspection of the application configuration management 

system. Automatic notifications were confirmed. No 

exceptions were noted.

7.29.3 – Inspection of the management team meeting 

minutes confirmed that meetings were held at the 

designated periods and evidence of action plan 

requirements were noted. No exceptions were noted.

7.29.1 – Regular service reports are submitted by the 

network service provider against pre-agreed service level 

objectives. Reports are reviewed by the Head of Network 

Operations and any issues arising are discussed at IT 

Committee meetings.

7.29.2 – Email efficiency is measured by queue length. 

An automated alert is sent if the queue length exceeds 

our maximum tolerance and a Network Administrator 

investigates the cause of delays or transmission failures and 

resolves or escalates as required.

7.29.3 – Management meetings are held with the service 

providers at least annually to review overall service 

provision. Action points arising from the meetings are 

agreed with the Head of Network Operations and any high 

impact or potentially disruptive issues arising are discussed 

at IT Committee meetings.
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Glossary

AAF
Audit and Assurance Faculty (of the Institute of Chartered Accountants in England 
and Wales)

Associate Associate of Barnett Waddingham

Authoriser A pooled banking permissions group for non-Gatekeepers

BMS Business Management System

BWebstream Barnett Waddingham’s online portal for members, trustees, HR and payroll teams

Cashstream
Barnett Waddingham accounting software module within the Penstream 
software

CCM Client Cash Manager – a banking software solution from CashFac PLC

Client Account Manager
Staff member responsible for managing the relationship with a client or group 
of clients

Compliance Manager Manager responsible for regulatory compliance matters 

DB
Defined Benefit, including final salary and Career Average Revalued Earnings 
(CARE) schemes

DC Defined Contribution, sometimes referred to as Money Purchase (MP)

Developer IT software programmer

Development Team Leader Staff member responsible for management of a team of IT Developers

DBS Disclosure and Barring Service

DPS Data Provisioning Service

Gatekeeper A pooled banking permissions group for Pension Administration Partners

Head of Network 
Operations

Staff member responsible for the management of a group of network 
operations staff

HMRC HM Revenue & Customs

HTTPS
Hypertext Transfer Protocol Secure, a combination of the Hypertext Transfer 
Protocol with the SSL/TLS protocol to provide encrypted communication 
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IT Information Technology

IT Committee
Team of senior personnel responsible for overseeing the management of Barnett 
Waddingham’s IT infrastructure

IT Support Team Leader Staff member responsible for management of team of IT staff

Lifestyling
The phased switch of investments to progressively lower risk investment types as 
a specified age approaches

Network Administrator
Network Operations and IT Support team staff with elevated network domain 
access privileges to maintain Barnett Waddingham’s IT infrastructure and network

NRD Normal Retirement Date

Partner Partner of Barnett Waddingham 

PAYE Pay As You Earn

Payroll Administrator
Authorised staff member responsible for administering Bacs payments and 
centralised payroll and financial functions

Penstream
A collective term for the suite of Barnett Waddingham software solutions 
developed for pension administration, accounting, payroll and other services

Penstream Specialist
Skilled technical staff responsible for the set up and maintenance of schemes on 
Penstream

PIN Personal Identification Number

PAB
Pension Administration Board – oversees strategic management of the pension 
administration business area

PAPG
Pension Administration Planning Group – oversees the implementation of 
strategy determined by the PAB

Penstream Security User Penstream user with access to amend security permissions for other users

PPF Pension Protection Fund

PRCC
Professional, Risk and Compliance Committee – overseeing risk management 
in Barnett Waddingham, including data protection, information resources and 
compliance strategy

Procedural guidance
Administration procedures and guidance on Barnett Waddingham’s intranet, 
maintained by a committee of experienced and senior pension administration 
representatives
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Product Owner
Responsible for managing the Penstream Product Backlog as well as maximising 
the value of and prioritising the work of the Penstream Development Team

Project Manager

Pension Administration Project Manager
or

Pension Administration Project Manager

or

Staff member responsible for overseeing the installation of a new client in the 
absence of a local dedicated Pension Administration Project Manager

or

Partner responsible for overseeing the development of Penstream

Project Planning Lead System architect (senior IT software programmer)

RFC Request For Change – A workflow system used by IT Support team staff

Scheme Setup User
Penstream user with access to update scheme setup records (Penstream 
Specialist)

SFX
Secure File Exchange, an online tool to facilitate the transmission of electronic 
files over HTTPS secure channels using logon and password credentials

SORP Statement Of Recommended Practice (Financial Reports of Pension Schemes)

SSL
Secure Sockets Layer, a cryptographic protocol providing communications 
security over the internet

STP
Straight-through processing, an electronic communication protocol to 
standardise the transmission of investment transaction information

STP System Administrator
Authorised administrator with elevated access privileges able to amend the STP 
system configuration

System Setup User Penstream user with access to update system setup records

Taskstream
Barnett Waddingham software used for work management, time recording 
and billing

Taskstream Administrator Taskstream authorisation level allowing additional user privileges

Taskstream SysAdmins
Taskstream authorisation level with system wide administration rights for 
Taskstream

Team Leader Staff member responsible for management of group of staff
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Tick-IT
A threaded conversational task management database accessible via internet 
explorer and email

TLS
Transport Layer Security, a cryptographic protocol providing communications 
security over the internet

TPR The Pensions Regulator

UPS Uninterruptible Power Supply

USB Universal Serial Bus (a common type of computer connection)
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APPENDIX A – Statement by the Reporting Accountants
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APPENDIX B – Report by the Reporting Accountants
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APPENDIX C – Reporting Accountants’ Engagement Letter
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Please contact your Barnett Waddingham consultant if you would like to discuss this report in more detail. 

Alternatively contact us via the following:

   paul.latimer@barnett-waddingham.co.uk                       0333 11 11 222           

   joanne.wright@barnett-waddingham.co.uk                   0333 11 11 222  

Barnett Waddingham LLP is a body corporate with members to whom we refer as “partners”. A list of members can be inspected at the registered office. Barnett 
Waddingham LLP (OC307678), BW SIPP LLP (OC322417), and Barnett Waddingham Actuaries and Consultants Limited (06498431) are registered in England and Wales 
with their registered office at 2 London Wall Place, 123 London Wall, London EC2Y 5AU. Barnett Waddingham LLP is authorised and regulated by the Financial Conduct 
Authority and is licensed by the Institute and Faculty of Actuaries for a range of investment business activities. BW SIPP LLP is authorised and regulated by the Financial 
Conduct Authority. Barnett Waddingham Actuaries and Consultants Limited is licensed by the Institute and Faculty of Actuaries in respect of a range of investment 
business activities.

Barnett Waddingham LLP (“Barnett Waddingham”) holds the copyright of all information contained in this document. All the information is confidential and the property 
of Barnett Waddingham and must not be copied or used, in part or in its entirety, other than for the purpose for which it is provided, nor must any part of it be disclosed 
to any other party except by prior agreement. BWebstream®, Penstream®, Cashstream® and Taskstream® are registered trademarks of Barnett Waddingham.

www.barnett-waddingham.co.uk


