BARNETT
WADDINGHAM

Privacy Notice for Job Applicants

In order to comply with our contractual, legal and management obligations and responsibilities we process
personal data of applicants in relation to an application for employment

Processing Personal Data

The term ‘processing’ includes the initial collection of personal data, the holding and use of such data, as well as
access and disclosure, through to final destruction.

Any access to personal data is limited to only those that need to process the data and those who need to see
relevant data in relation to your application.

Data is processed as follows:

e Legitimate Interest: Information is provided by you either via a CV or application form and in answer to our
interview questions where relevant. Relevant personal data processed as a result of you providing it,
represents a legitimate interest on our part to process your application of employment. Applications are
typically processed electronically via a recruitment system or email.

e Legal Obligations: To comply with our legal obligations, a right to work check, which includes ethnic origin
and racial data, along with us requiring to see your passport, is completed at interview stage for those
invited for an interview or assessment day.

All such data will be processed in accordance with the provisions of the regulations and Barnett Waddingham'’s
Policy on Data Protection as amended from time to time.

If your application is successful this could include processing sensitive personal data in relation to any offer of
employment. Details of this will be provided with any offer of employment. Our Privacy Statement for employees
will apply from the point of any offer onwards.

Disclosure of personal data to other bodies

We use an external recruitment eco-system to process applications. Your personal details as entered by you will
be stored on this system. We carry out due diligence on all of our third party suppliers to ensure they process
data in compliance with data protection legislation.

Data Retention

All data is retained for 12 months from the point of application. After this time, with the exception of cases where
we are required to hold certain data for the purpose of meeting immigration requirements (see section titled
Data Retention — Immigration Requirements below) your data is securely destroyed and a very limited information
is retained electronically for internal reporting reasons only. This is simply your name, date of application, role
applied for, whether it was a direct application or via a third party and if so the name of that party and the
outcome of your application.

If you choose to actively remain on our lists to be notified of future recruitment opportunities, your data will be
retained in line with this. Please note it is your responsibility to update your subscription preferences. Data will
be deleted periodically to comply with our data retention requirements. If you have an active recruitment record
this will not be deleted.
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Data Retention - Immigration Requirements

We are required by the Home Office to hold certain data for the purpose of meeting immigration requirements.
This data will be stored for a year after an individuals' sponsored status expires. As sponsorship can last up to 6
years, your data could be held for up to 7 years in total. We are required to hold the following:

All applications short listed for final interview, in the medium in which they were received. Examples are
emails, CVs, application forms. These should include the applicants’ details such as name, address and
date of birth

The names and total number of applicants short listed for final interview

For each settled worker who was rejected, interview notes, which show the reasons why they have not
been employed

Your rights in relation to your data.

You have the right to access your personal data. A subject access request can be made to HR either via
completion of the SAR form included within the Data Protection Policy or via an email to HR@barnett-
waddingham.co.uk.

You have the right to have your personal data rectified if it is inaccurate or incomplete.

You have the right to have your personal data deleted or removed if there is no reason for its continued
storage and processing.

You have the right to object to having your data processed. If we believe there is a legitimate business
reason for continuing this, we will discuss this with you.

You have the right to complain to the Information Commissioners Office (ICO), details below.

Further details about GDPR and your rights under GDPR can be found on the ICO’s website at https://ico.org.uk/

Further details on our firm-wide website and marketing privacy notice can be found on the Barnett
Waddingham website here.

Data Protection Officer

Our Data Protection Officer is our Governance Partner, Zoe Smith.
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